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Amendment 647, in clause 110, page 88, line 10, after
“Kingdom”, insert—

Thursday 21 April 2016

“the warrant shall be served at that person’s principal office
outside the United Kingdom where it is established, for the
provision of services. Where it is considered unfeasible or inappropriate
in the circumstances,”

(Afternoon)
[ALBERT OWEN in the Chair]

Investigatory Powers Bill
2 pm
The Chair: Order. I have an announcement to make
before we continue with the line-by-line scrutiny. The
hon. Member for North Dorset will be discharged from
the Committee this afternoon. It is his final session and
we wish him well. I am sure you would like to show him
your appreciation for the work that he has done.
Hon. Members: Hear, hear.

Amendment 648, in clause 111, page 89, line 19, after
“take”, insert—
“which for a relevant operator outside the United Kingdom shall
include—
(a) any steps which would cause the operator to act
contrary to any laws or restrictions under the law of
the country or territory where it is established, for the
provision of services, or
(b) where a warrant could be served pursuant to an
international mutual assistance agreement or subject
to an EU mutual assistance instrument.”
This amendment clarifies the reasonableness test for overseas CSPs.

The Solicitor General (Robert Buckland): On a point
of order, Mr Owen. May I add my remarks to yours?
We wish my hon. Friend well and hope that he has a
swift recovery from his operation.
Clause 109
IMPLEMENTATION OF

The Home Secretary confirmed at second reading that a UK agency
would only serve a notice on an overseas entity that is capable of
providing assistance under the warrant. UK agencies today routinely
use secure means of communication to transmit notices directly to the
main office of overseas CSPs. This would make government’s
commitment clear on the face of the Bill (as it is in the relevant code of
practice) and address contradictory provisions that remain in the Bill.

WARRANTS

Gavin Newlands (Paisley and Renfrewshire North)
(SNP): I beg to move amendment 293, in clause 109,
page 87, line 39, leave out subsection (3).
This amendment would remove the provision which allows a targeted
equipment interference warrant to be served on a person outside the UK
for the purpose of requiring that person to take action outside the UK.

The Chair: With this it will be convenient to discuss
the following:
Amendment 645, in clause 109, page 87, line 41, at
end insert—
“(3A) Subsection (3) shall not be applicable where the person
outside the United Kingdom has its principal office where it is
established for the provision of services in a country or territory
with which the United Kingdom has entered in to an
international mutual assistance agreement or is subject to an EU
mutual assistance instrument.”
This excludes the extraterritorial provision in cases where any mutual
assistance arrangement exists between the UK and the provider’s
jurisdiction while enabling the government to seek voluntary assistance
from CSPs in non-MLA countries.

Amendment 679, in clause 110, page 88, line 9, at end
insert—
“(1A) Where such a warrant is to be served upon a person
outside the United Kingdom the warrant shall be served at that
person’s principal office outside the United Kingdom, where it is
established, for the provision of services.”

Amendment 694, in clause 110, page 88, line 10, at
beginning insert—
“Where service of a warrant in the manner envisaged in
subsection (1A) is considered unfeasible or inappropriate in the
circumstances,”

Gavin Newlands: It is a pleasure to serve under your
chairmanship, Mr Owen. May I add to your comments
that I will miss the exchanges with the hon. Member for
North Dorset? I wish his replacement well.
Clauses 109 and 110 deal with issues about compelling
a third party to provide assistance in the execution of a
warrant and extraterritoriality, which is the subject of
amendment 293. In speaking to the amendment, and to
the clause more generally, I will unavoidably stray into
matters relating to clause 110, as the two are inextricably
linked.
Clause 109 provides the UK Government with the
power to issue warrants that in turn force third-party
organisations or individuals outside the UK to assist in
acquiring information for the means of equipment
interference. The clause states that
“any person whom the implementing authority considers may be
able to provide such assistance”

can be served with a warrant to assist in carrying out a
targeted hacking warrant. Under clause 110(2), this
warrant may be served at a person’s principal office or
specified address in the UK, or by making it available
for inspection in the UK after appropriate steps have
been taken to bring the contents of the warrant, and its
very existence, to the attention of the person.
First, the problem here is the lack of judicial authorisation
in this part of the process. Privacy International rightly
points out that this compelled assistance will not be
subject to judicial authorisation. Although law enforcement
and security and intelligence agencies will have to seek a
warrant to gain access to people’s devices and computers,
it is correct that those authorities are not required to
seek judicial approval to compel technology companies
to assist in their investigations.
Secondly, we should be mindful of the difficulty that
this places on any individuals or organisations who are
forced to comply with the Government’s demands. These
issues were heard by the Science and Technology
Committee, where serious concerns were raised about
the security implications of forcing companies to, for
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example, upload and install malware, as well as the fear
that equipment interference could jeopardise their business
model. The Science and Technology Committee took
note of these issues and concluded that
“the industry case regarding public fear about ‘equipment interference’
is well founded.”

Amnesty International UK is deeply concerned about
the dangerous precedent that this broad, aggressive
power will set in forcing third-party companies to engage
in hacking without any independent provision or scrutiny,
and to do so in secret.
Thirdly, the extraterritorial measures in clauses 109
and 110 may cause more problems than they solve. That
is why amendment 293, which stands in my name and
that of my hon. and learned Friend the Member for
Edinburgh South West, seeks to delete subsection (3)
entirely, thereby removing the extraterritorial aspect. If
we serve hacking warrants on those outside the UK,
what sort of message does that send to other countries?
We need to be mindful that introducing this type of
clause could open the floodgates for other countries to
follow suit, which will ultimately have an impact on
companies based in the UK. That point was articulated
by Yahoo!, which said:
“Extraterritoriality encroaches on the sovereign rights of other
governments and risks retaliatory action, including against UK
CSPs operating overseas.”

On that point, the Government’s independent reviewer’s
report suggests that, when countries seek to extend their
legislation extraterritorially, those powers may come
into conflict with legal requirements in the country in
which companies being asked to comply with a legal
request are based. Companies explained to the reviewer
that they did not consider it was their role to arbitrate
between conflicting legal systems. The protection of
vital human rights should not be left to the goodwill
and judgment of a company. The concerns of the
industry were articulated in this perfect quote. The
industry
“expressed concerns that unqualified cooperation with the British
government would lead to expectations of similar cooperation
with authoritarian governments, which would not be in their
customers’, their own corporate or democratic governments’interests.”

I shall finish with this comment from Yahoo! It states:
“The current legal framework comprises the law in the requesting
country, law in the receiving country and the international agreements
that connect the two.”

It is additionally possible that the requesting and receiving
countries’ laws may be in conflict. For example, the
receiving country’s law may outlaw the provision of content
data outside their own legal process. It continues:
“Taken as a whole, this framework is fragmented, with gaps
and conflicts which have gone unaddressed for many years. In this
more global communications environment, this fragmentation
has become more and more obvious and creates a patchwork of
overlapping and conflicting laws which overseas and domestic
UK CSPs must navigate in order to discharge their legal obligations
to safeguard users’ privacy and to respond appropriately to valid
requests for access to data… It also creates a complex environment
for users to navigate and establish their privacy rights.”

This issue is global, and national laws cannot resolve
global issues.
Keir Starmer (Holborn and St Pancras) (Lab): I will
be brief. Members will have observed that the amendments
in my name are in keeping with my previous amendments
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about implementation, service and extraterritoriality in
relation to other warrants. I will not repeat the points I
made then. The only one that is different is amendment 646,
a simple proposed change to clause 109 that would add
the provision:
“A warrant may be implemented only to the extent required for
the purpose for which the warrant was issued.”

I think that may be implicit. If the Minister could
indicate that that is his understanding, that might allay
concerns and the amendment would not need to be
pressed.
The Minister for Security (Mr John Hayes): As the
hon. and learned Gentleman says, we have been down
this road before. I well recall discussing similar amendments
to the targeted interception provisions in part 2. The
Bill maintains the existing position in relation to
extraterritorial jurisdiction and those obligations that
apply to overseas companies. I am unhesitating in my
view that overseas companies, because of their important
role in communications, must do their bit to do the
right thing, as I said previously and memorably. As a
result, I will not tire the Committee by going into that
argument in great detail.
Amendment 293 to clause 109 seeks to remove the
ability to serve a warrant on an overseas provider and
amendment 645 seeks to remove the ability to serve a
warrant on an overseas provider when a mutual legal
assistance agreement is in place. I draw the Committee’s
attention once again to David Anderson’s comments in
his report, in paragraph 11.26:
“There is little dispute that the MLAT route is currently
ineffective.”

I will not quote it at length but he goes on to say that it
is because it is too slow and so on. I do not think that
those amendments are in line with either his view or
mine.
The effect of accepting the first amendment is evident.
It would mean we could serve an equipment interference
warrant only on a provider based in the UK. The
second amendment seeks to assert mutual legal assistance
arrangements as the only route. For the reasons I have
already given, that is not appropriate.
The hon. and learned Gentleman asked, in the context
of his amendment, whether that matter was implicit.
Yes, it is implicit and I can confirm what he thought
might be the case.
The arguments have already been made and, on
careful reconsideration, the hon. Member for Paisley
and Renfrewshire North will realise that his amendment
and argument are pseudodox and will withdraw on that
basis.
Gavin Newlands: I thank the Minister for that response
and I beg to ask leave to withdraw the amendment.
Amendment, by leave, withdrawn.
The Chair: We now come to amendment 646 to
clause 109. I call Keir Starmer.
Keir Starmer: I do apologise, Mr Owen; I strayed on
to amendment 646 thinking it was part of the last
batch, so I have dealt with it and intend to withdraw it.
My apologies.
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The Chair: The amendment has not been moved.
Question put, That clause 109 stand part of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 31]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES
Cherry, Joanna

Newlands, Gavin

Question accordingly agreed to.
Clause 109 ordered to stand part of the Bill.
Clause 110
UNITED
KINGDOM
Question put, That the clause stand part of the Bill.
SERVICE OF

WARRANTS OUTSIDE THE

The Committee divided: Ayes 9, Noes 2.
Division No. 32]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES
Cherry, Joanna

Newlands, Gavin

Question accordingly agreed to.
Clause 110 ordered to stand part of the Bill.
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law firms, the networks of Departments such as the
NHS and institutional networks such as those of universities
would be forced to comply with the Government’s
instructions to interfere with or hack the communications
of an individual or group. That was confirmed by the
Home Secretary in her evidence to the Joint Committee
that scrutinised the draft Bill. That power will place
those companies, whose services most, if not all, of our
constituents use, in a deeply unsettling and invidious
position.
I am not convinced that any of our constituents
would be pleased to hear that we were passing legislation
that would allow their email accounts or Facebook
pages to engage in illegal hacking on behalf of the state.
The extraordinarily expansive power that the clause
gives the Government will force companies to engage in
highly controversial work on their behalf, which will no
doubt be in conflict with the interests of cybersecurity
and product security that the companies work hard to
innovate in, protect and extend. Forcing these companies
to engage in legal hacking could seriously harm their
business and operations. It will also lead to some of
their customers and users losing trust in their businesses.
I am not surprised that companies have long expressed
deep concern about the powers laid out in the clause, as
it is in direct conflict with their business interests. For
those reasons, the SNP would like to see the clause
deleted from the Bill.
Mr Hayes: I have nothing to add.
Question put, That the clause stand part of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 33]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES

Clause 111
DUTY OF

TELECOMMUNICATIONS OPERATORS TO ASSIST
WITH IMPLEMENTATION

Question proposed, That the clause stand part of the
Bill.
Gavin Newlands: I can deal with this in fairly short
order. The Scottish National party tabled an amendment
to leave out the clause, which places a duty on telecoms
operators to assist with the implementation of equipment
interference warrants. We agree with those in the industry
who are rightly concerned about being forced by the
state to engage in the legal hacking of customers and
other individuals and groups.
The Bill defines a telecoms operator as

Cherry, Joanna

Newlands, Gavin

Question accordingly agreed to.
Clause 111 ordered to stand part of the Bill.
Clause 112 ordered to stand part of the Bill.
Clause 113
SAFEGUARDS RELATING TO DISCLOSURE OF

MATERIAL

OR DATA OVERSEAS

2.15 pm
The Chair: I call Joanna Cherry.

“a person who…offers or provides a telecommunications service
to persons in the United Kingdom, or…controls or provides a
telecommunication system which is (wholly or partly)…in the
United Kingdom, or…controlled from the United Kingdom.”

Gavin Newlands: I shall do my best impression of her,
Mr Owen, but I fear it will be inadequate.
I beg to move amendment 296, in clause 113, page 91,
line 22, at end insert—

That flexible and all-encompassing definition means
that not only online companies such as Google, Facebook,
Twitter, Dropbox and Yahoo!, but private offices, businesses,

“(A1) Material obtained via a warrant under this Part may
only be shared with overseas authorities in accordance with the
terms of an international information sharing treaty.”
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This amendment would require that information obtained via an
equipment interference warrant is only shared with overseas authorities
where a mutual legal assistance treaty has been put in place for the
purpose of doing so.

Clause 113 deals in part with the overriding issue of
information obtained through equipment interference
being shared with overseas authorities. We should take
note of the oral and written evidence submitted by
Amnesty International on this point about the lack of
any proper controls over intelligence sharing with foreign
authorities. The human rights implications may be very
serious indeed. For example, there is nothing in the Bill
to prevent data being shared with an overseas authority
when that might lead to the abuse, or possibly torture,
of an individual or group. Surely we should set an
example by ensuring that data gathering does not lead
to torture; that should be the minimum standard expected
of a civilised country such as ours.
However, if the SNP and Amnesty International are
a little left-wing for hon. Members’ tastes, I give them
the Intelligence and Security Committee, which also
criticised the lack of clarity on this point when it noted
that the Bill
“does not…meet the recommendations made in the Committee’s
Privacy and Security Report that future legislation must set out
these arrangements more explicitly, defining the powers and
constraints governing such exchanges.”

The written evidence submitted by Yahoo! and others
expressed concern that the Government’s apparently
unilateral assertions of extraterritorial jurisdiction
“will create conflicting legal obligations for overseas providers
who are subject to legal obligations elsewhere.”

David Anderson has also noted the lack of detail in this
section of the Bill. He called for information sharing
with foreign countries to be subject to strict, clearly
defined and published safeguards. His report states:
“The new law should make it clear that neither receipt nor
transfer as referred to in Recommendations 76-77…should ever
be permitted or practised for the purpose of circumventing safeguards
on the use of such material in the UK.”

However, such safeguards and guarantees are notably
absent from the Bill. Furthermore, the independent
reviewer’s report described the international trade in
intelligence between the “Five Eyes” partners—the UK,
the USA, Canada, Australia and New Zealand. In so
far as material gathered by the British services is shared
with other countries, the report explained that the security
services take the view that, under their founding statutes,
information should be shared only if it
“is necessary for the purpose of the proper discharge of the
security and intelligence agencies’ functions.”

When it is considered that the test is met, certain
safeguards apply under the Regulation of Investigatory
Powers Act 2000. However, the report concluded that
“in practical terms, the safeguards applying to the use of such
data are entirely subject to the discretion of the Secretary of
State.”

The 2000 Act and the codes of practice are silent on
British services receiving or accessing information from
foreign services, with security services limited only by
the general constraints placed on their actions by various
statutes. It was only during Liberty’s legal action against
the security services in the Investigatory Powers Tribunal
that limited information was revealed about the way in
which the security services approach such situations. In
its first finding against the agencies, the IPT held that,
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prior to these disclosures, the framework for information
sharing was not sufficiently foreseeable and was not
therefore in accordance with law. The tribunal held that,
because the litigation had resulted in disclosures of
information, the security services were no longer acting
unlawfully when accessing information from the US.
Based on the concerns that Amnesty International,
Liberty and others have raised, the SNP has tabled
amendment 296, which would insert a new subsection
into clause 113. The language of the amendment is
plain.
Keir Starmer: I have listened carefully to the hon.
Gentleman’s comments. On the sharing of information
with authorities that may engage in torture or other
serious ill-treatment, can the Minister confirm the longstanding practice that our security and intelligence services
do not share information where there is a risk of torture,
because of their obligations under other international
treaties, and that this provision sits within that framework
of assurances?
Mr Hayes: I can confirm that, and I can say a little
more. My residual generosity is such that I take the view
that these amendments are well intentioned, but they
are unnecessary. Let me say why.
Clause 113 already provides that the Secretary of
State must ensure that satisfactory and equivalent handling
arrangements are in place before sharing UK equipment
interference material with an overseas authority. The
Secretary of State must determine that they provide
corresponding satisfactory protections. Furthermore,
those obligations sit alongside those in, for example, the
consolidated guidance to intelligence officers and service
personnel on the detention and interviewing of detainees
overseas, and on the passing and receipt of intelligence
relating to detainees, as well as the gateway provisions
that allow for intelligence sharing in the Intelligence
Services Act 1994 and the Security Service Act 1989.
In addition, the overseas security and justice assistance
guidance provides an overarching mechanism that sets
out which human rights and international humanitarian
law risks should be considered prior to providing justice
or security sector assistance. This is supplemented by
the draft code of practice on equipment interference,
which is clear about the safeguards on the handling of
information. It seems to me that the protections, absolutely
necessary though they are, are comprehensively dealt
with by that variety of means, rendering the amendment
unnecessary. I invite the hon. Gentleman to withdraw it.
Gavin Newlands: I thank the Minister for his comments,
and I am somewhat reassured, but I still do not understand
the Government’s reticence about putting this in the
Bill; it is only a sentence that is required. Nevertheless,
we are minded to withdraw the amendment at this time.
I beg to ask leave to withdraw the amendment.
Amendment, by leave, withdrawn.
Clause 113 ordered to stand part of the Bill.
Clause 114
DUTY NOT TO MAKE UNAUTHORISED DISCLOSURES
Keir Starmer: I beg to move amendment 649, in
clause 114, page 91, line 42, after “not”, insert “without
reasonable excuse”.
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The Chair: With this it will be convenient to discuss
amendment 650, in clause 114, page 91, line 42, at end
insert—
‘(1A) For the purposes of subsection (1), it is in particular a
reasonable excuse if the disclosure is made with the permission of
the person issuing the warrant or the person to whom it is
issued.”.

Keir Starmer: I beg to ask leave to withdraw the
amendment.
Amendment, by leave, withdrawn.
Clause 114 ordered to stand part of the Bill.
Clause 115 ordered to stand part of the Bill.

This amendment adds a “reasonable excuse” defence to the
unauthorised disclosure offence in relation to equipment interference
warrants.

Keir Starmer: I will deal with these amendments
swiftly. They deal with the reasonable excuse defence
and are similar to previous amendments. I foreshadow
the amendments to clause 116, which essentially relates
to the same issue as clause 114. Those amendments are
about a public interest defence, which we have also
debated already.
My two points remain. The first is the consistency of
the reasonable excuse defence. In some clauses it is there
and in others it is not, and I cannot see the logic of
when it is in and when it is out. Secondly, the Minister
has already agreed that there must be a route for those
who want to expose wrongdoing, so that disclosures
can be made in the public interest where necessary. I
have been pursuing those two points, and they are the
same for this provision. I do not need to elaborate
further.
The Solicitor General (Robert Buckland): The hon.
and learned Gentleman is absolutely right to refer to
arguments previously made. For the record, this morning
I omitted to pay my own tribute to our sovereign lady
on her 90th birthday, and I wish to add it here. I am
sure that colleagues will indulge that observation, and
hopefully this next observation too. My right hon.
Friend the Minister for Security and I agree that the
world is divided between cavaliers and roundheads. We
know what side we are on: our hearts lie broken on
the battlefield of Naseby—but that is perhaps for another
day.
We contend that amendment 650 is unnecessary.
Clause 115(2)(b) provides that a disclosure is permitted
if it is
“authorised by the person to whom the warrant is…addressed”.

Disclosure can also be authorised by virtue of this
clause within the terms of the warrant, which will have
been agreed by the person issuing the warrant and by a
judicial commissioner. It is much better for an impartial
senior judge to take a view on what is reasonable than it
is for, say, a junior official or an employee of a
telecommunications operator, no matter how diligent
they might be; none the less, it is important that such
people can raise concerns without fear of prosecution.
That is why clause 203, in part 8, provides for an
information gateway so that whistleblowers can take
their concerns directly to the commissioner without
fear of sanction under the Bill.
It is right that the Bill’s provisions reflect the sensitive
techniques of the equipment interference agencies and
maintain that it will be an offence to disclose the
existence of a warrant. It is a well known and well
rehearsed argument that the techniques and details of
EI capabilities must be protected. The amendments in
the round seek to achieve something that I submit is
already well catered for in the Bill, and on that basis I
ask the hon. and learned Gentleman to withdraw the
amendment.
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Clause 116
OFFENCE OF

MAKING UNAUTHORISED DISCLOSURE

Keir Starmer: I beg to move amendment 496, in
clause 116, page 93, line 39, leave out subsection (3) and
insert—
“(3) In proceedings against any person for an offence under
this section in respect of any disclosure, it is a defence for the
person to show that the disclosure was in the public interest.”

The Chair: With this it will be convenient to discuss
amendment 297, in clause 116, page 93, line 42, at end
insert—
“(3A) In proceedings against any person for an offence under
this section in respect of any disclosure, it is a defence for the
person to show that the disclosure was in the public interest.”
This amendment would provide a defence to the criminal offence of
unauthorised disclosure in relation to a warrant issued under this Part.
The offence includes disclosure of the existence and content of a
warrant and disclosure of the steps taken to implement a warrant.

Keir Starmer: I have said all that I need to say on the
amendment. Members of the Committee will appreciate
that the amendment has been tabled for each of the
offence provisions for the reasons I set out the first time
we encountered it. That was dealt with by the Solicitor
General, so I shall say no more about it at this stage.
Gavin Newlands: I will not detain the Committee
long. I hear what the hon. and learned Gentleman says
and broadly agree with it. I rise merely to point out the
differences between the two amendments before us. The
SNP’s amendment would insert an additional subsection
that adds the additional defence and leaves subsection
(3) in, whereas the Labour amendment removes that.
The Solicitor General: I am grateful to the hon. and
learned Member for Holborn and St Pancras. We are
familiar with the arguments and our response is that the
information gateway, which allows people to take concerns
directly to the Investigatory Powers Commissioner, caters
for the public interest. For that reason I urge him to
withdraw the amendment.
Keir Starmer: I beg to ask leave to withdraw the
amendment.
Amendment, by leave, withdrawn.
Clause 116 ordered to stand part of the Bill.
Clauses 117 and 118 ordered to stand part of the Bill.
Clause 119
BULK INTERCEPTION WARRANTS
2.30 pm
Question proposed, That the clause stand part of the
Bill.
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The Chair: With this, it will be convenient to consider
new clause 16—Review of Bulk Powers—
“Saving this section, Part 6 shall not come into force until—
(a) the Secretary of State has established an independent
review of the operational case for bulk powers
contained in sections 119 to 173; and
(b) the review has been published and a copy laid before
each House of Parliament.”

Keir Starmer: New clause 16 is in my name and those
of my colleagues. We come now to part 6 of the Bill; we
are examining bulk warrants for the first time, and it is
important that we take some time. Different types of
bulk warrant are provided for in the Bill, and chapter 1
of part 6 deals with bulk interception warrants. We
need to take time with these, because they are intentionally
breathtakingly wide.
I remind members of the Committee that, as is set
out in the code of practice, in contrast to targeted
interception warrants issued under part 2, a bulk
interception warrant instrument
“need not name or describe the interception subject or a set of
premises in relation to which the interception is to take place”.

Chapter 1 also does not impose a limit on the number of
communications that may be intercepted. For example,
if the requirements of the chapter are met
“then the interception of all communications transmitted on a
particular route or cable, or carried by a particular CSP, could, in
principle, be lawfully authorised.”

That is directly from paragraph 6.2 of the code of
practice. It gives a sense of how wide these bulk powers
in the Bill are. When one has powers of such breathtaking
width, there is a requirement for a high level of justification
for their use, and I will come back after making some
further preliminary points.
First, despite suggestions over the years that no enormous
database would come into existence through the use of
what, in truth, were bulk intercept warrants, it is now
pretty clear that there is an enormous database, which is
growing daily. Secondly, although it is right to say that
bulk interception warrants are only authorised for overseasrelated communications, the comfort we get from that
is much more limited than might first appear. That is
because, as the Joint Committee observed,
“given the global nature of the internet, the limitation of the bulk
powers to “overseas-related” communications may make little
difference in practice to the data that could be gathered under
these powers.”

The ISC has confirmed that the Government considers
that an “external communication” occurs
“every time a UK based person accesses a website located overseas,
posts on a social media site overseas such as Facebook, uses
overseas cloud storage or uses an overseas email provider such as
Hotmail or Gmail—”

or searches on Google. Any communication that involves
those external communications comes within the provisions
of a bulk interception warrant. I accept that it cannot
be targeted at somebody in this jurisdiction, but as I
have said, the comfort that that gives is much more
limited than might at first appear when one reads the
legislation.
Thirdly, the sheer breadth of these warrants, if they
are not carefully constrained, is capable of frustrating
any meaningful review of necessity and proportionality.
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Those tests need to bite on something meaningful when
one has a warrant as wide as these bulk warrants are
potentially and in practice.
It is right to acknowledge that David Anderson, the
ISC and the Royal United Services Institute panel all
recommended that bulk powers should be set out in
legislation, and they now are. They are avowed. The Bill
sets them out and puts a framework of safeguards
around them. That is welcome; it is as it should be and
in accordance with those recommendations. If the Bill
passes, it will increase accountability in relation to the
exercise of these warrants, which until now have been
exercised under implied powers without the safeguards
in the Bill. But—and it is a big “but”—this is the first
time that Parliament has had the chance to scrutinise
those bulk powers. The argument that they already exist
and are already in use is no answer to the need for close
scrutiny, because until now the House has not had the
chance to scrutinise them.
The first step in scrutiny is to consider the operational
case, which sets out the overall need for bulk powers. An
operational case was published by the Government
alongside the Bill, which is welcome, but it is inadequate.
It is a 47-page document and much of it is purely
introductory. On average, only five pages are allocated
to addressing the capabilities for each bulk power. There
are four pages for bulk interception, seven pages for
bulk equipment interference, six pages for bulk
communications data acquisition, and five pages for
bulk personal datasets. Each power is supported by a
handful of one-paragraph case studies. We understand
that further material has been provided to the ISC, but
no formal assessment of that material and no report of
the ISC has been made available to the Committee,
although of course we heard the comments of the Chair
of the ISC on Second Reading. Incidentally, we will be
writing to him to ask him to outline the general nature
of that material and what formal assessment the ISC
made.
The operational case that has been published is
inadequate, for the reasons that I have set out, and
lacking any independent evaluation, which was a
recommendation of the Joint Committee. The Labour
party has been pushing for that evaluation from the
start of the scrutiny of the Bill; it is why we tabled new
clause 16. We say to the Government that it is not too
late to carry out the evaluation that has been called for
for some time. New clause 16 is not intended to delete
clause 119 or to suggest that there could be no justification
for bulk intercept warrants, particularly since they have
been used. The intention is to put down a marker in
saying that part 6 will not come into force until the
Secretary of State has established an independent review
of the operational case for the powers in clauses119 to
173—that is all the bulk powers, which is why it is a new
clause rather than an amendment to clause 119—and
the review has been published and before each House.
I want to pick up on some of the specifics of the
clause. In clause 119(4)(c) and (d) it is clear that a bulk
intercept warrant authorises not just interception but
examination within the interception. That is extremely
important, because one of the arguments that I have
sought to make consistently is that the wider the power
to gather, harvest or hoover up communications or
data, the greater the need for thresholds and careful
safeguards when that material is accessed. Under subsection
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(4)(c) and (d) the bulk intercept warrant provides not
only for the interception of communications but for
selection for examination—in other words, it deals with
part 2 at the same stage as part 1, so it is important to
pay careful regard to the safeguards in place. I will
make the argument about safeguards when I get to
clause 121, which sets out the necessity of the
proportionality test; at this stage I am merely flagging
up that we are talking about both the wider power and
the access power and reminding the Committee that
although there are some protections for the communications
of those in the British islands, the protection does not
extend to secondary data.
The only other point that I wanted to make at this
stage relates to the code of practice, paragraph 6.12:
“Where a bulk interception warrant results in the acquisition
of large volumes of communications, the intercepting agency will
usually apply a filtering process to discard automatically
communications that are unlikely to be of intelligence value.”

We saw last week express provisions for filtering
arrangements in other parts of the Bill. As far as I can
ascertain, there are no express filtering provisions in
relation to bulk intercept warrants. For the record, what
does the Minister say the power is for that middle
exercise of filtering between the acquisition of the
information and accessing it?
To be clear about how I think it is intended that that
should work, the code of practice suggests later that
what will happen in general, accepting that a huge
volume of communications is likely to be affected by a
bulk warrant, is that automated systems will be in place.
On the scope of what we are talking about, paragraph 6.57
of the code of practice makes it clear:
“More than one operational purpose may be specified on a
single bulk warrant; this may, where the necessity and proportionality
test is satisfied, include all operational purposes currently in use.
In the case of bulk interception, overseas-related communications
relevant to multiple operational purposes will necessarily be
transmitted and intercepted together under the authority of a
bulk interception warrant. In the majority of cases, it will therefore
be necessary for bulk interception warrants to specify the full
range of operational purposes.”

That makes it clear that under one warrant, there are
likely to be numerous operational purposes and a huge
amount of data gathered. The idea that there will be
one warrant for each operational purpose would be a
misunderstanding of how the powers have been and
undoubtedly will be used if the Bill is passed. It appears,
from paragraph 6.59, that what will then happen is that
“automated systems must, where technically possible, be used to
effect the selection in accordance with section 134 of the Act.”

There will be an automated filtering process.
These are very wide powers requiring close scrutiny
and high levels of justification. Until there is independent
evaluation of an operational case, the clauses should
not come into force.
2.45 pm
Joanna Cherry (Edinburgh South West) (SNP): The
Scottish National party has tabled leave-out amendments
to the entirety of part 6. I sought the assistance of the
Committee Clerks, to whom I wish to record my sincere
and grateful thanks for their help over the last couple of
weeks, on how to approach the amendments. It was
suggested that I might press the question on stand part
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for the first clause of an objectionable part. For example,
in chapter 1 of part 6, I could press the question on
clause 119 and make my position abundantly clear,
which might be a proxy for my objections to the whole
part. Are you content for me to proceed in that way,
Mr Owen?
The Chair: Go ahead. We are dealing with clause 119.
Joanna Cherry: To deal with clause 119, I must outline
why the Scottish National party wishes the entirety of
part 6 to be removed from the Bill until such time as a
convincing case has been made for the use of bulk
powers and the legality of bulk powers has been determined.
In our view, it is important not to pre-empt the terms of
court judgments in cases currently considering bulk
powers, as they will have a significant impact on the
lawfulness of the approach set out in the Bill, which at
present must, at the very least, be open to question.
The Government have produced an operational case
in response to remarks made by a number of witnesses
before the Joint Committee on the Draft Investigatory
Powers Bill, who were concerned about the lack of such
a case, and to the Joint Committee’s recommendation 23.
The Home Office published a 47-page operational case
for bulk powers alongside the Bill. That document was
produced within three weeks, and the first half of it is
introductory, covering topics such as how the internet
works and what the dark net is. Only the second half of
the document, characterised as an operational case,
addresses the capabilities with which we are concerned.
Going goes through the operational case, we can see
that each power—bulk interception, bulk equipment
interference, bulk communications data acquisition and
bulk personal datasets—has an average of about five
pages devoted to it. Bulk interception has only about
four. Most of the material dealt with is already public in
other explanatory documents. It seems that, despite the
opportunity to provide concrete, solid examples of how
bulk powers bring unique value, most of the material in
each section is kept at a high and general level.
For example, the first three pages of the four-page
case justifying bulk interception cover an introduction
to the power, the current legal position and new safeguards
in the Bill. The fourth and final page provides three
one-paragraph case studies, which members of the
Committee will all have had the opportunity to read.
One in particular deals with counter-terrorism, giving
an example of where the security and intelligence agencies’
analysis of bulk data uncovered a previously unknown
individual in 2014 who was in contact with a Daeshaffiliated extremist in Syria suspected of involvement in
attack planning against the west.
The case study says:
“As this individual was based overseas, it is very unlikely that
any other intelligence capabilities would have discovered him.
Despite his attempts to conceal his activities, the agencies were
able to use bulk data to identify that he had recently travelled to a
European country. Meanwhile, separate intelligence”—

that is, separated from the bulk-generated intelligence—
“suggested he was progressing with attack planning. The information
was then passed by the agencies to the relevant national authorities.
They disrupted the terrorists’ plans and several improvised explosive
devices were seized.”

Undoubtedly, every hon. Member on the Committee
and in the House would wish such activities to be
intercepted and prevented by the security services. I
applaud the security services for the work that they do,
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but what concerns me is that analysing this case study in
any meaningful way is challenging, because there is
inadequate information to begin to test the accuracy of
the case study or to challenge its conclusions. Nevertheless,
I have had some initial analysis of it carried out, which
suggests that perhaps the ends could just as easily have
been achieved by the use of targeted interception. I will
give a couple of examples to show why.
The case study refers to a previously unknown individual
who was in contact with a Daesh-affiliated individual,
who presumably was known. It is possible, therefore,
that targeted interception may have uncovered this
previously unknown individual. Although the Daeshaffiliated individual was already being monitored, there
is no clear explanation in the case study of why bulk
interception was necessary. It seems likely that intercepting
the Daesh-affiliated individual’s contacts in a targeted
manner might have identified the previously unknown
individual.
That is just one of a number of issues raised about
this case study by the analysis that I have had carried
out. I will not take up the Committee’s time with them
all, but that is one example.
The value that this case study has is that in this case a
previously unknown individual was identified. Questions
as to why targeted interception would not have worked
are not addressed, nor are questions as to why other
targeted capabilities were not used. The case study
suggests that the initial identification is the only aspect
in which bulk interception played a role, with the rest of
the case study a result of other capabilities and separate
intelligence. No information is provided about the scale
of collateral intrusion undertaken when intercepting in
bulk and there is no assessment of the proportionality
of bulk interception. Also, given that the attack was not
in the UK, there is no explanation of the necessity of
UK agencies playing a role, although that is perhaps a
slightly lesser consideration.
There is no information outside this case study as to
the frequency of events of this kind or whether in
similar cases different methods produced different results. As
such, it is impossible to analyse it and make any kind of
independent assessment of the necessity or proportionality
of bulk power.
This is not nit-picking. These are very wide-ranging
powers. The hon. and learned Member for Holborn and
St Pancras, who speaks for the Opposition, described
them as breathtakingly wide powers. They have never
before been debated or voted on in this Parliament, and
it is crucial that we get them right. We are debating and
voting on them, at a time and in a climate whereby there
is quite a lot of independent evidence available from the
United States of America that suggests that bulk powers
are not as efficacious as is suggested in the operational
case produced by the Government.
I will say a little about what happened in the States,
because it is important to loop to that to understand
what the Scottish National party says would be the
appropriate way to approach the production of an
operational case to justify bulk powers.
In the USA, the Snowden revelations revealed that
the National Security Agency was running a bulk domestic
telephone records programme. The US intelligence
community put forward strong arguments for keeping
that programme going, and to bolster its position it
compiled a list of 54 counter-terrorism events in which
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it said that section 215 of the USA Patriot Act, which
underlined that bulk collection, contributed to a success
story.
In America, two independent bodies undertook reviews
related to those powers to determine whether the case
studies put forward by the intelligence agencies were
credible and accurate. They determined that only 12 of
the 54 counter-terrorism events cited by the security
services had any relevance to the exercise of bulk powers
under section 215 of the USA Patriot Act. With access
to classified material, one of the independent groups—
the President’s Review Group on Intelligence and
Communications Technologies, which is a very highpowered body set up under the auspices of President
Obama—concluded:
“Our review suggests that the information contributed to
terrorist investigations by the use of section 215 telephony metadata
was not essential to preventing attacks and could readily have
been obtained in a timely manner using conventional section 215
orders”.

The other body, the Privacy and Civil Liberties Oversight
Board, concluded very similarly that the programme of
bulk collection under section 215 had
“shown minimal value in safeguarding the nation from terrorism.
Based on the information provided to the Board, including classified
briefings and documentation, we have not identified a single
instance involving a threat to the United States in which the
program made a concrete difference in the outcome of a
counterterrorism investigation. Moreover, we are aware of no
instance in which the program directly contributed to the discovery
of a previously unknown terrorist plot or the disruption of a
terrorist attack.”

I quote those two bodies because they are independent.
I am aware that Mr William Binney, who previously
worked for the National Security Agency, gave evidence
to the Joint Committee. His evidence could be summarised
as “bulk powers cost lives”. He is concerned about the
“needle in a haystack” argument. I am aware from
previous discussions that certain members of the Committee
have concerns about the evidence of Mr Binney. Even if
we set his evidence to one side, we cannot set to one side
the evidence of those two very high-level, independent
American committees that looked at bulk collection in
the USA. Their conclusions seriously question the
information they were given by the security services that
the bulk powers were necessary to prevent terrorist
outrages. They also made suggestions on existing targeted
capabilities.
Lucy Frazer (South East Cambridgeshire) (Con): We
have the analysis by David Anderson of the efficiency and
efficacy of bulk powers, and he talks from paragraph 7.22
onwards about the importance of bulk powers. For
example, he states:
“GCHQ explained that its bulk access capabilities are the
critical enabler for the cyber defence of the UK, providing the
vast majority of all reporting on cyber threats and the basis for
counter-activity.”

Joanna Cherry: I cannot gainsay that. I am well aware
that David Anderson would not go as far as I am going
in these submissions. He has reached the conclusion
that some bulk powers are necessary, but the passage in
his report that the hon. and learned Lady quotes basically
starts with a phrase along the lines of “GCHQ has
assured me”. My point in drawing Members’ attention
to what happened in the USA is that, although the US
security services compiled a list of 54 counter-terrorism
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events in which they said bulk powers had contributed
to a success story, one of the two committees I have
quoted reached the view that it could not identify a
single instance where bulk powers had contributed to a
counter-terrorism success story. There is a debate to be
had here.
Lucy Frazer: David Anderson goes on, in the same
section of his report, to acknowledge that it is difficult
for the public to take examples on trust. He recognises
the limitations of what was shown to him, but states:
“The six outline examples at Annex 9 to this Report go a little
way towards remedying that defect. They illustrate the utility of
bulk data capabilities more generally”.

He recognises the limitations, but still acknowledges the
efficacy of the powers.
Joanna Cherry: The hon. and learned Lady makes a
good point. David Anderson acknowledges the efficacy
of the powers and has been privy to certain information
as he has a high security clearance. Not all of us can be
privy to that information. I am suggesting that there
should be an independent evidence base for the bulk
powers. That would involve independent assessors with
high security clearance undertaking forensic examination
of the necessity and effectiveness of the bulk programmes.
We know, because the Home Secretary has told us—there
was an interesting article about this in The Guardian
today—that the bulk powers have been running for a
long time. The headline of the article is, “UK spy
agencies have collected bulk personal data since 1990s,
files show”.
I will come back to that article in a moment, but we
know that the bulk powers are operational. Given that
they have been running for a while, a full list of cases
where they have been required should be easy to provide.
That should not be to this Committee, but to an
independent review staffed by high-level individuals
with the highest security clearance—the sort that David
Anderson has. I have in mind such people as retired
judges and retired professionals with an interest in the
area.
Simon Hoare (North Dorset) (Con): I do not want to
paint this too simplistically—the purpose of the Bill, as
I understand it, is to pull together a lot of existing
things under one statute—but we all have fire insurance
policies on our homes. We do not want to claim on
those policies, but it is important to know that they are
there in case we need them in an emergency. That is
exactly what all these powers are there for. We need to
ensure that the kit is there for our agents to use to keep
us safe.
3 pm
Joanna Cherry: These powers are not being used only
in emergencies. That is the point. We are told that the
powers are being used daily and that those data are
being sucked up and collected daily, and the Bill seeks
to put that on a legal footing. I am saying that there is
not sufficient independently assessed evidence to justify
the continuation of such powers and that we need a
proper independent review.
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I am suggesting that there should be independent,
security cleared assessors to consider whether such powers
pass the legal tests of necessity and proportionality.
They would need to conclude that the powers were
strictly necessary and that the same results could not be
achieved using more proportionate and less intrusive
means. The two American committees I mentioned
concluded that the same information could be achieved
using more proportionate and less intrusive means, so
we in the United Kingdom should not legislate gung-ho
for the continuation of such breathtakingly intrusive
surveillance powers without being certain that they are
necessary and proportionate. We do not have sufficient
evidence to reach that conclusion.
Lucy Frazer: What does the hon. and learned Lady
think the independent reviewer of terrorism legislation
is for, other than to review these powers? He reviewed
the powers in his report.
Joanna Cherry: I do not accept that the independent
reviewer has carried out the exercise that I am suggesting.
He fulfils a particular function, and we are talking
about setting up a panel of individuals to consider the
necessity and proportionality of these powers. They
could consider in detail certain information that we, as
hon. Members, would not be able to see. David Anderson
is one individual who fulfils an important function and
whose work has greatly assisted everyone on the Committee,
and all hon. Members, in trying to understand what
underlies the Bill.
Suella Fernandes (Fareham) (Con): The hon. and
learned Lady is asking the Committee to attach less
weight to David Anderson’s review, as my hon. and
learned Friend the Member for South East Cambridgeshire
said, and inviting us to prefer the evidence of Mr Binney,
a whistleblower whose evidence was clearly out of date,
because the last time he was security cleared was 2001.
Joanna Cherry: Forgive me, but the hon. Lady was
out of the room when I said that I am not asking the
Committee to look at Mr Binney’s evidence. I am
asking the Committee to look at the evidence of the
US President’s Review Group on Intelligence and
Communications Technologies and of the Privacy and
Civil Liberties Oversight Board, which led to the repeal
of section 215 and its replacement with the USA Freedom
Act. I am not asking the Committee to look at Mr Binney’s
evidence; I am asking the Committee to consider and
take into account the background of two high-level
independent US reports—the USA is our closest ally—that
found that similar bulk powers are not necessary or
proportionate.
I will not be side tracked by a suggestion that I am
criticising David Anderson, because I am not—I make
that absolutely clear. His review, “A Question of Trust”,
was published prior to the Joint Committee of these
Houses saying that a sufficient case has not been produced
for bulk powers. David Anderson’s report was taken
into account by the Joint Committee. I know that some
members of this Committee, including the hon. Member
for Fareham, sat on the Joint Committee, and one of its
conclusions, recommendation 23, was:
“We recommend that the Government should publish a fuller
justification for each of the bulk powers alongside the Bill. We
further recommend that the examples of the value of the bulk
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powers provided should be assessed by an independent body, such
as the Intelligence and Security Committee or the Interception of
Communications Commissioner.”

The Joint Committee said that in the full knowledge of
David Anderson’s report, having read and considered it.
My point is that such operational case as has been
produced by the Government does not live up to the
Joint Committee’s recommendation 23, and does not
adequately provide an operational case for the powers.
Mr Hayes: I know that this will disappoint the
Committee, but I shall try to reduce the length of my
peroration by making two things clear by way of an
intervention. First, David Anderson was clear in evidence
to this Committee that further review was not necessary.
Actually, I am not unpersuaded by the argument for
some process, although the hon. and learned Lady is
doing a good job of changing my mind. Secondly, the
Joint Committee was extremely clear that we would
benefit from the ISC’s conclusions, and the ISC said
that the powers are necessary, so I do not understand on
which journey the hon. Lady is travelling, or to which
destination.
Joanna Cherry: David Anderson said the following in
paragraph 1.12 of his report, “A Question of Trust”:
“Though I seek to place the debate in a legal context, it is not
part of my role to offer a legal opinion (for example, as to whether
the bulk collection of data as practised by GCHQ is proportionate).
A number of such questions are currently before the courts,
which have the benefit of structured and opposing legal submissions
and (in the case of the IPT) the facility to examine highly secret
evidence, and which are the only bodies that can authoritatively
determine them.”

There we have the words of the man himself. Although
David Anderson seeks to place the debate in a legal
context, he does not see it as part of his role to offer a
legal opinion on the proportionality of GCHQ’s bulk
collection of data. At least two cases now before the
courts will result in judgments on whether the powers
are proportionate.
Lucy Frazer: If the hon. and learned Lady reads the
next paragraph, she will see that David Anderson is
simply making a broad statement about the fact that he
is not giving legal advice generally. He is putting forward
recommendations for Parliament to consider.
Joanna Cherry: Indeed; he is putting forward
recommendations. I am advocating an independent review
looking at the operational case for bulk powers. It
would look at whether the powers are necessary and
proportionate, and it would provide an opinion that
could then be laid before both Houses, for us to see if
the Government’s case has been made. I am concerned
that the case is not sufficient at the moment. I say that
against the background not of Mr Binney’s evidence,
but of the findings of high-level USA investigatory
bodies.
Mr Hayes: I hesitate to advise an advocate on the
construction of her argument, but the hon. and learned
Lady would do better not to cite David Anderson and
pray him in aid, because he told this Committee on
24 March that he was
“not persuaded of the case for”
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an additional independent review of bulk powers, as
“it would be very difficult to say that the ISC had not had an
independent look at these issues.”––[Official Report, Investigatory
Powers Public Bill Committee, 24 March 2016; c. 6, Q2.]

The quote from David Anderson that she is using
comes from the very beginning of his report, in which
he sets out his general approach to his work. In an effort
to make her an even more accomplished advocate than
she already is, my advice would be to drop Anderson
from her argument.
Joanna Cherry: With all due respect, hon. Members
sitting behind the Minister brought up David Anderson;
I made it clear that I accepted that David Anderson had
reached a different view from mine on bulk powers, but
I read from his report to make the point that at an early
stage in it, he says that it is not his objective to give a
legal opinion on the legality of the bulk collection of
data.
Those of us who sat through David Anderson’s evidence
in Committee on 24 March might also remember that
he discussed the different views held about the legality
of bulk powers. He said that, ultimately, that will be
determined by the courts. The thrust of my argument is
that given the serious concerns expressed by two
independent United States committees, and the serious
concerns about the legality of the powers, we should
not be gung-ho about putting them in legislation until
we have a proper operational case and have seen the
outcome of the litigation. That is a thoroughly respectable
approach to part 6, and one that is in accordance with
the rule of law.
Simon Hoare: I am not persuaded by the argument
that the United Kingdom Parliament should make United
Kingdom law based on what some Americans whom we
have never met or spoken to have said. The first duty of
Her Majesty’s Government and of parliamentarians is
surely to help keep our citizens and constituents safe. If
we take that as our first point of principle and duty, and
if the powers that are to be enshrined in the Act can
fulfil that need, either now or in future, I fail to see why
the proposals would cause such offence.
Joanna Cherry: I am glad to hear that the hon.
Gentleman does not want the Americans to tell the
British how to run their affairs. In very much the same
way, I do not want the British establishment to tell
Scotland how to run its affairs. We can have that argument
another day—
Christian Matheson (City of Chester) (Lab): We have
already had that argument.
Joanna Cherry: I think the hon. Gentleman will find
that the argument is alive and kicking north of the
border, but we digress.
I can reassure the hon. Member for North Dorset
that I have no intention of following the United States
of America’s security policy. We should devise our own
policy in the United Kingdom, so long as it remains the
United Kingdom. I am saying that we should set up an
independent review body, made up of people from the
United Kingdom—not the Americans or French; let us
not panic about the French or the Americans telling us
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what to do. I am suggesting that our own people, if I
may use that phrase, should be on the body. I mentioned
the American experience to show that our key ally in
such matters has, as a result of two very high-level
congressional committees, reached the view that bulk
powers are not justified. That is my point; it is not that
we should do what the Americans tell us to do. I can
assure the Committee that that is far from being the
position of the Scottish National party. My point is that
we should look to the experience in other countries to
inform our decision making.
Simon Hoare: The hon. and learned Lady is being
customarily generous with her time, and robust in her
argument. I do not envy her her position one jot or
tittle. If she were saying—without saying it—that she
had a fear that spooks out there were doing nasty and
horrible things, and that it was our job to try to constrain
them, I could understand some of the line of her
argument, but I do not think she is saying that. I am
therefore not entirely sure, in practical politics, what
would be added by the creation of the body she advocates.
I am confident that we have security services and others
who act within the rule of the law.
Joanna Cherry: I am afraid that the hon. Gentleman’s
confidence is somewhat misplaced, given the revelations
today in a collection of more than 100 memorandums,
forms and policy papers obtained in the course of a
legal challenge on the lawfulness of surveillance. An
article in The Guardian today says that the papers
demonstrate that the collection of bulk data in the
United Kingdom
“has been going on for longer than previously disclosed while
public knowledge of the process was suppressed for more than
15 years.”

According to the article, The Guardian has surveyed
the paperwork, which shows that the
“frequency of warnings to intelligence agency staff about the
dangers of trespassing on private records is at odds with ministers’
repeated public reassurances that only terrorists and serious
criminals are having their personal details compromised…For
example, a newsletter circulated in September 2011 by the Secret
Intelligence Agency (SIS), better known as MI6, cautioned against
staff misuse.”

That internal newsletter said:
“We’ve seen a few instances recently of individuals crossing the
line with their database use…looking up addresses in order to
send birthday cards, checking passport details to organise personal
travel, checking details of family members for personal convenience”.

The internal memo goes on to say:
“Another area of concern is the use of the database as a
‘convenient way’ to check the personal details of colleagues when
filling out service forms on their behalf. Please remember that
every search has the potential to invade the privacy of individuals,
including individuals who are not the main subject of your
search, so please make sure you always have a business need to
conduct that search and that the search is proportionate to the
level of intrusion involved.”

It adds that, where possible, it is better to use “less
intrusive” means.
The papers also reveal that there has been disciplinary
action. The article states:
“Between 2014 and 2016, two MI5 and three MI6 officers were
disciplined for mishandling bulk personal data. Last year, it was
reported that a member of GCHQ’s staff had been sacked for
making unauthorised searches…The papers show that data handling
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errors remain a problem. Government lawyers have admitted in
responses to Privacy International that between 1 June 2014 and
9 February this year, ‘47 instances of non-compliance either with
the MI5 closed section 94 handling arrangements or internal
guidance or the communications data code of practice were
detected.’ Four errors involved ‘necessity and proportionality’
issues; 43 related to mistransposed digits and material that did
not relate to the subject of investigation, or duplicated
requests…Another MI5 file notes that datasets ‘contain personal
data about individuals, the majority of whom are unlikely to be of
intelligence or security interest’.”

3.15 pm
I quote that article because it shows that the security
services themselves admit that there is sometimes internal
breaking of the rules. We should not scoff; these are the
personal data of our constituents. As parliamentarians,
it is part of our duty to protect their privacy and to
make sure that the powers that we vote to the security
agencies do not go further than necessary and compromise
our constituents’ privacy and the security of their data.
Simon Hoare: I fear that the hon. and learned Lady
may be slightly over-egging this particular pudding. I
read the article this morning in The Guardian. She has
cited, perfectly properly, the two operatives who were
found to be in breach, disciplined and then dismissed. I
politely suggest to her that probably quite a lot of the
figures that she quoted refer to the fact that agent X
could not remember Auntie Doris’s postcode and checked
it because he wanted to send her a get well card. It is
hardly “Enemy of the State”.
Joanna Cherry: It may not be, but it is an indication
of how easy it is for people to abuse the rules, and an
indication that the rules are abused. I am not seeking to
impugn the security services. I am seeking to draw the
attention of members of the Committee and the public
to the fact that the rules are sometimes abused. If we are
to afford the security services generous and intrusive
powers, we have to be sure that they are proportionate
and necessary. My point is that we do not have sufficient
evidence that they are.
I am conscious that I have taken up quite a bit of time
with that submission. I will not take it any further. I
have alluded to the fact that there are outstanding legal
challenges, and I will make one or two more comments
on clause 119. I have already made the point that the
clause seeks to put bulk interception programmes that
are already in operation on a statutory footing. They
were disclosed for the first time by Edward Snowden in
June 2013, and their existence has now been avowed by
the Government. They have never before been debated
or voted on by this Parliament. That is why I am taking
my time with this point.
The approach that has been held to date is maintained
in the clause. The bulk interception proposed by the
clause will result in billions of communications being
intercepted each day, without any requirement of suspicion,
or even a discernible link to a particular operation or
threat. I have information from Liberty that the agencies
currently handle 50 billion communications per day. To
put that in context, there are only 7 billion people in
the world, and only 3 billion of them have access to the
internet.
The Intelligence and Security Committee reported at
the end of 2014 that there were just 20 warrants in place
under section 8(4) of RIPA authorising this vast volume
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of interception. It is clear from the wording of the
clause that although it purports to collect overseas-related
communications, it will, for the reasons the hon. and
learned Member for Holborn and St Pancras gave,
collect the communications of persons who are resident
in the United Kingdom. Internet-based communications
have eradicated the distinction between external and
internal communications. He told us that posts on
social media sites overseas, such as Facebook, use overseas
cloud storage, so the material there would be covered by
clause 119.
Searches on Google are counted as an external
communication. I do not know about other hon. Members,
but I must do at least a dozen searches on Google per
day. Those are external communications, even though I
am a citizen of the United Kingdom. Be in no doubt:
the handful of warrants that will be issued under this
clause will be scooping up billions of communications
by the United Kingdom’s citizens. Those communications
will then sit somewhere and certain people in the security
service will have unwarranted access to them. There are
some people who do not respect the rules, as we know
from the disclosures in The Guardian today, so there is
that concern, as well as the concern about the security
of the data. The vast majority of those communications
that will be scooped up will be the communications of
innocent people.
Byron Davies (Gower) (Con): Does the hon. and
learned Lady not accept that the primary object of the
security services is to prevent crime—serious crime—and
that is exactly what this measure is doing?
Joanna Cherry: Of course I do, but to give some
comfort to the hon. Gentleman, who has a distinguished
career in law enforcement behind him, I worked for
many years as a senior prosecutor with the Crown
Office and Procurator Fiscal Service in Scotland, so I
am fully aware of the public duty of the security services
and law enforcement agencies to prevent serious crime.
However, I am also aware of the duty of parliamentarians
to protect their constituents and to ensure that surveillance
powers are proportionate and necessary. My point is
that the Committee and this House do not have sufficient
evidence at present to justify these breathtakingly wide
powers, and that is why the Scottish National party
wishes that part 6—
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looked at what is happening in other countries and at
their experience, and we do not consider that this
degree of surveillance of our constituents’ and British
citizens’ personal communications has been justified as
proportionate and necessary.
We are not saying that the security services should
not have any powers. We have a nuanced approach to
the Bill. Members of the Scottish National party did
not sit on their hands and do nothing on Second
Reading; we made a constructive contribution to the
debate. However, I will not be dissuaded from holding
these very serious concerns. They are not just my concerns;
they are widely held, and there is strong evidence from
one of our closest allies that they are well founded.
Simon Hoare: Nor should the hon. and learned Lady
be doing anything other than what she is. She is fulfilling
her role in an exemplary fashion, and I mean that in a
sincere and heartfelt way. The one thing I would challenge
her on—or ask her to substantiate—is this. We have had
Joint Committees and all the other organisations having
a look; we had a very thorough debate on Second
Reading; we had a full day’s debate on the Anderson
report back in July last year; and now we have detailed,
line-by-line scrutiny of the Bill, and I think we will have
two days on Report. I ask whether she used the word
“railroad” in haste, and whether I could invite her to
reflect on its use and perhaps recast her comment.
Joanna Cherry: I will not recast it. I gave very detailed
reasons on Second Reading as to why I felt that the Bill
was not being given sufficient time. I am aware that hon.
Members may feel that I have held the floor for too
long; I have spoken at some length, but this is hugely
important. Many people across these islands are very
concerned about this part of the Bill—ordinary citizens,
corporate entities—and we are not giving it enough
time. There is not enough time to discuss its detail. I
have taken up about 40 minutes giving just an overview
of why I oppose part 6. I could have a go at every clause,
but I will not do that, because we would be here forever
and we have limited time, so I will draw my comments
to a conclusion. The Scottish National party’s position
is that each and every clause of part 6 should come out
of the Bill until such time as there has been a proper
independent review and a proper operational case has
been made for these powers.

Byron Davies rose—
Joanna Cherry: I am coming to a conclusion now, so
I will let the hon. Gentleman intervene.
Byron Davies: I am grateful to the hon. and learned
Lady for taking a further intervention. This is about
proactivity and preventing crime. I am afraid I am not
persuaded, so far, by what she is saying.
Joanna Cherry: I am sorry the hon. Gentleman is not
persuaded, but I think others outside this room will be.
It is important that somebody voices these very serious
considerations while the Government attempt to railroad
this legislation through the House. This is not right, and
my party will not hesitate to hold the Government to
account for it, not because we are troublemakers, but
because we are a constructive Opposition. Having the
responsibilities of a constructive Opposition, we have

Mr Hayes: The hon. and learned Member for Holborn
and St Pancras, who speaks for the official Opposition,
spoke, not untypically, with welcome brevity and a
palpable understanding of these issues, but the hon.
and leaned Lady took us on a seemingly interminable
journey to a place that is somewhere between intuitive
hostility to these powers and confusion—a murky place
that I do not want to spent too much time in. Some of
the things she said warrant a response, because it seems
to me that they were founded on a misunderstanding—
I put that as generously as I can—of the use of the
powers, their purpose and the safeguards that pertain in
that regard.
Let me be clear: a Google search by a person in the
UK is not overseas-related. Clause 119 deals with overseasrelated communications. Warrants must be targeted at
overseas communications. That will provide strong
protections for people on these islands.
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The ISC privacy and security report concluded that it
is unlawful for GCHQ to conduct indiscriminate
interception. It is also impractical for it to do so. The
hon. and leaned Lady must understand, as most members
of this Committee do, that it would be impossible,
undesirable and unnecessary for GCHQ to deal with all
but a fraction of internet communications. The peculiar
view that somehow those missioned to keep us safe are
interested in a whole range of communications that
bear no relation whatever to their task is—again, I am
trying to measure my words carefully—unusual. I say
that because it is certainly not the view of the vast
majority of people in this country, who want those so
missioned to have the powers necessary to guard us against
very real threats.
The hon. and leaned Lady spoke, quoting the hon.
and learned Member for Holborn and St Pancras, of
breathtaking powers. I shall come to that in a moment.
She needs to understand that the threats we face are
equally—actually, I would say far more—breathtaking.
Unless we equip those in the security and intelligence
services and the law enforcement agencies with what
they need to do their job, we will pay a very dear price
indeed. That is what bulk powers are about.
The collection of large volumes of information through
bulk powers and the use of those data are essential. Of
course they have to be filtered, and search criteria must
be applied, so that fragments of intelligence can be
gathered and pieced together during the course of an
investigation. This is, in essence, about establishing
patterns of behaviour and confirming networks. That is
what GCHQ is about. Unless we collect those large
volumes of information, we cannot move to the targeted
regime that the hon. and leaned Lady seeks. Through a
mix of misunderstanding and misjudgment, she is making
an unhelpful case to those of us who want the safeguards
to be as sure and certain as they need to be; I entirely
take the point about “need”.
3.30 pm
I will return to the hon. and learned Lady in a
moment in my exciting peroration, but I want to deal
with the hon. and learned Member for Holborn and St
Pancras, who made a very interesting short contribution.
He rightly distinguished between collection on the one
hand and access and examination on the other. Much
of the focus of those who are least well informed about
this subject is on collection, but it is access and examination
that really matter, so we should place an emphasis on
ensuring that examination of data is based on the very
best reasons. He argues that the existing means by
which we test the operational case for doing what we do
could be improved. I will not say too much more about
that today, but I will say this: he is right that it is
important that there is certainty about the operational
case. I know that he is sensitive to the amount that can
be published—we are by nature dealing with highly
sensitive material—and, as he freely acknowledged, we
have gone some way down this road in publishing the
operational case for bulk alongside the Bill. It is, though,
reasonable to pose the question whether more could be
done.
The ISC plays an important role in these matters, and
the hon. and learned Gentleman acknowledged that the
Chairman of the ISC made it clear on Second Reading
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that he was convinced by the information that was made
available to him in his special role that these powers
were necessary and exercised proportionately. The Joint
Committee on the draft Bill looked at these matters
and, as my hon. Friend the Member for Fareham
pointed out, also made it clear that it understood that
bulk powers were important for the work of our security
services, as I have said. But there is a case for looking at
these matters carefully and, despite listening to the
speech of the hon. and learned Lady, I am not by any
means dissuaded from that case. She was taking me to
that place, but fortunately from the perspective of those
who want to get this right, I did not quite get there.
I remain open to argument about this issue. I will say
no more than that at this juncture. It is important that
we make a robust case for bulk powers, and the best way
of doing that is to be certain about the operational case,
as the hon. and learned Gentleman suggested. There is
also a debate to be had about safeguards, but, as he
said, they are dealt with later in the Bill. No doubt we
will have a short debate about them as well. It is
important that we recognise that those safeguards are
fit for purpose. They are clear that information that is
not pertinent to the needs of the security services must
be discarded, they are clear about the limits of the criteria
under which searches take place, and they are clear
about the content and secondary data that are obtained
accordingly and what can and cannot be used. Nevertheless,
we should explore and examine those matters.
The hon. and learned Gentleman also drew attention
to filtering. It is important that data are filtered before
they are obtained by a public authority. No provision
expressly requires the filtering of data once they are
obtained, but the code of practice sets out specific
provisions in respect of filtering. We can have a further
discussion about that if the Committee wishes.
I was thinking of Ruskin when the hon. and learned
Lady was speaking. I often think of Ruskin, as you
know, Mr Owen. Ruskin said that
“endurance is nobler than strength, and patience than beauty”.

On that basis, she tested my nobility to its very limit.
There is a clear difference on this subject in the
Committee, and I suspect—I do not want to assume too
much—that it is the difference between those parties
that are in government, have been in government or
aspire to be in government in this House, and those that
are not, have not been or do not aspire to be. If that is a
little unkind, I hope you will forgive the unkindness,
Mr Owen—
Joanna Cherry: Will the Minister give way?
Mr Hayes: I am about to sit down, so I will not give
way. Perhaps the hon. Lady will forgive me. My endurance
has been tested to its limit.
The Chair: Will respect, I think you have to give way,
given what you have said.
Joanna Cherry: It has been a while since I have been
so extensively and excessively patronised. The right
hon. Gentleman says I tested his abilities to the limit—to
such a limit that he has not made any effort whatever
to engage with any of my points about the American
experience. Will he or perhaps the Solicitor General
deign to do that on a later occasion?
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Mr Hayes: I will say this. The Bill has been through
an exhaustive process of consideration. The draft Bill
was preceded by three reports on the basis of which—the
hon. and learned Member for Holborn and St Pancras
drew attention to this—the Government have gone
further than originally set out, in the terms I described
with publication of more information, explanation of
the operational case and amendments to the codes of
practice. The Bill was considered by three Committees
of this House and I have referred to the Joint Committee’s
views on bulk powers.
This Committee is now considering the Bill following
publication in its final form on Second Reading. In the
Second Reading debate the Chairman of the Intelligence
and Security Committee, a senior Member of this House
who chairs a very important Committee, said that he
was convinced that these powers were necessary. The hon.
and learned Member for Holborn and St Pancras has
argued for perhaps going further on the operational case.
Simon Hoare: Will my right hon. Friend give way?
Joanna Cherry: Will the Minister give way?
Mr Hayes: I will just finish my sentence. I do not
think anyone can say there has not been adequate
debate about bulk powers. Before I give way to my hon.
Friend and then the hon. Lady—I do not wish to put a
further spoke in her wheel, or perhaps I do—I want to
say that the US National Academy of Sciences could
not identify any alternative that is appropriate to bulk
powers.
Simon Hoare: I just want to put it on the record that I
am sure my right hon. Friend shares my view that if the
former Attorney General, our right hon. and learned
Friend the Member for Beaconsfield (Mr Grieve), who
chairs the Committee to which the Minister referred,
had not been convinced, he would have had no problem
whatever in telling the Government and anyone who
wanted to listen that he was not convinced. Our right
hon. Friend is not a patsy in this matter or a yea-sayer.
If he disagreed, he would have told us.
Mr Hayes: Let me quote our right hon. and learned
Friend. He said:
“The present Committee and its predecessor are satisfied that
the Government are justified in coming to Parliament to seek in
broad terms the powers that the Bill contains. None of the
categories of powers in the Bill—including the principle of having
powers of bulk collection of data, which has given rise to controversy
in recent years—is unnecessary or disproportionate to what we
need to protect ourselves.”—[Official Report, 15 March 2016;
Vol. 607, c. 836.]

He said that on the basis of the information provided to
him, but in the knowledge that robust safeguards will
govern the examination of data that have been collected
in bulk and that it will be possible to select such data for
examination only when it is necessary and proportionate
for a specific operational purpose. What is happening in
other places is, of course, of interest to us and of course
we consider other jurisdictions, but my job is to listen to
those who have examined the Bill with considerable
diligence and in considerable detail, and to be guided by
their conclusions.
In that spirit and with that purpose, I hope that we
can move on to the next clause, having been persuaded,
I hope, that what the Government are doing is perfectly
reasonable.
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Joanna Cherry: That Minister said a little while ago
that Google searches were not external to the UK. I
think that is what he said. I am looking at a report of
what Charles Farr told the Government in June 2014,
which is in a report that we can all access on the BBC
website. He said:
“UK intelligence service GCHQ can legally snoop on British
use of Google, Facebook and web-based email without specific
warrants because the firms are based abroad, the government has
said. Classed as ‘external communications’, such activity can be
covered by a broad warrant and intercepted without extra clearance,
spy boss Charles Farr said.”

Forgive me, but “spy boss” is BBC language. Charles
Farr’s correct title was director general of the Office for
Security and Counter Terrorism. He told Privacy
International that
“Facebook, Twitter, YouTube and web searches on Google—“

The Chair: Order. This is an intervention. We have
noted the source. I call the Minister to respond.
Mr Hayes: I see now my mission; it has come to me in
a flash. Part of my job is to clear the murk surrounding
the hon. and learned Lady and guide her to the light. To
that end, she needs to understand that there is a distinction
between the position under the Regulation of Investigatory
Powers Act 2000 and the definition of overseas-related
warrants relating to bulk powers in the Bill. To quote
what Charles Farr, with whom I worked at the Home
Office, said about one does not really relate to the other.
I hope we can move forward on our journey to the light.
Question put, That the clause stand part of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 34]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES
Cherry, Joanna

Newlands, Gavin

Question accordingly agreed to.
Clause 119 ordered to stand part of the Bill.
Clause 120
OBTAINING SECONDARY DATA
Question put, That the clause stand part of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 35]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES
Cherry, Joanna

Newlands, Gavin
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Question accordingly agreed to.
Clause 120 ordered to stand part of the Bill.
Clause 121
POWER TO ISSUE BULK INTERCEPTION WARRANTS
3.45 pm
Keir Starmer: I beg to move amendment 651, in
clause 121, page 98, line 9, leave out subsection (2)(b).
The Chair: With this it will be convenient to discuss
the following:
Amendment 652, in clause 121, page 98, line 12, leave
out subsection (3).
Amendment 653, in clause 121, page 98, line 26, at
end insert—
‘(7) Where an application made by, or on behalf of, the
Secretary of State includes the activities set out in section 119(4)(c)
or (d), a bulk interception warrant can only be issued if the
Secretary of State considers that selection for examination or
disclosure is necessary—
(a) for a purpose under subsection (8), and
(b) it is necessary to obtain the data—
(i) for a specific investigation or a specific operation, or
(ii) for the purposes of testing, maintaining or developing
equipment, systems or other capabilities relating
to the availability or obtaining of data.
(8) The paragraph 7(a) purposes are—
(a) the interests of national security,
(b) preventing or detecting serious crime or preventing
serious disorder,
(c) the interests of public safety,
(d) protecting public health,
(e) preventing death or serious injury or any serious
damage to one or more person’s physical or mental
health,
(f) assisting investigations into alleged miscarriages of
justice,
(g) where a person (“P”) has died or is unable to identify
themselves because of a physical or mental
condition—
(i) to assist in identifying P, or
(ii) to obtain information about P’s next of kin or other
persons connected with P or about the reason for
P’s death or condition, or
(h) exercising functions relating to—
(i) the regulation of financial services and markets, or
(ii) financial stability.’.

Amendment 674, in clause 138, page 110, line 1, leave
out subsection (b).
Amendment 675, in clause 138, page 110, line 4, leave
out subsection (3).
Amendment 676, in clause 138, page 110, line 46, at
end insert—
‘(11) Where an application made by, or on behalf of, the
Secretary of State includes the activities set out in section 138(7)(b)
or (c), a bulk acquisition warrant can only be issued if the
Secretary of State considers that selection for examination or
disclosure is—
(a) necessary for a purpose within subsection (12), or
(b) that it is necessary to obtain the data—
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(i) for the purposes of a specific investigation or a
specific operation, or
(ii) for the purposes of testing, maintaining or developing
equipment, systems or other capabilities relating
to the availability or obtaining of data.
(12) A paragraph 11(a) purpose is—
(a) the interests of national security,
(b) preventing or detecting serious crime or of preventing
serious disorder,
(c) the interests of public safety,
(d) protecting public health,
(e) preventing death or serious injury or any serious
damage to one or more person’s physical or mental
health,
(f) assisting investigations into alleged miscarriages of
justice,
(g) where a person (“P”) has died or is unable to identify
themselves because of a physical or mental condition—
(i) to assist in identifying P, or
(ii) to obtain information about P’s next of kin or other
persons connected with P or about the reason for
P’s death or condition, or
(h) exercising functions relating to—
(i) the regulation of financial services and markets, or
(ii) financial stability.’.

Keir Starmer: We spent some time on clause 119, but
it was right to take time on that important provision.
We now move to the safeguards. I listened very carefully
to what the Minister said a moment ago and to the
observations of the hon. and learned Member for
Edinburgh South West. As we move forward, there needs
to be some clarity on the basis.
In essence, our position is not to seek to reduce the
capabilities of the security and intelligence services,
which of course currently operate the powers in question
under other authorisations. We seek to ensure that there
is proper justification for bulk powers—hence new clause
16, which we will vote on at the end, which would delay
the provisions from coming into force until an independent
evaluation has taken place. I speak only for my party in
saying that there is no intention to reduce the capabilities
of the security and intelligence services. I am not suggesting
for a moment that there is any intention to do that on
anybody else’s behalf, but I am simply making my
position clear. I am not speaking for anybody else,
because I should not.
Joanna Cherry: Does the hon. and learned Gentleman
agree that the SNP proposal to put the powers to one
side while an operational case is produced would not
reduce the security services’ powers for the time being,
pending the outcome of the court cases? They are already
operating them, as we have heard, under section 8(4)
of RIPA.
Keir Starmer: The hon. and learned Lady should not
read into my observations any criticism of the approach
that she has taken, or any suggestion that she or her
party are seeking to reduce the capabilities of the security
and intelligence services. I know her background and
the work that she has done, and I know that would not
be her position. I do not intend to impute that it is. I am
keen to speak only for myself and my party.
The Bill brings a legal framework and definition to
the powers, and a set of safeguards to go with the exercise
of those powers. I think that is important. If the powers
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are to be exercised, I would rather they were exercised
within a proper legal framework, with more effective
safeguards than under the current framework. I think
that is the only real difference of approach between us.
What we all have to bear in mind is not whether we
personally have been persuaded by the case that the
powers are justified, because we all have different experiences
and backgrounds—I worked with the security and
intelligence services for five years on very serious terrorist
cases—but whether members of the public can have
confidence that they are. That is why we have been
pressing for further consideration and independent
assessment of the operational case.
Clause 121 deals with the first part of the safeguards
on the exercise of the bulk powers—the test of necessity
and proportionality. The clause is in familiar form.
Subsection (1) states that the Secretary of State has to
consider
“that the main purpose of the warrant is one or more of the
following…the interception of overseas-related communications,
and…the obtaining of secondary data”

and then that
“the warrant is necessary…in the interests of national security,”

or on
“grounds falling within subsection (2)”

Subsection (2) adds that the warrant can be
“for the purpose of preventing or detecting serious crime, or…in
the interests of the economic well-being of the United Kingdom”.

I will not test the Committee’s patience by going over
the same ground about the economic wellbeing of the
United Kingdom being relevant to the interests of national
security. The point that I have made consistently on
that applies just as much to clause 121, but I will not
repeat it.
It is important to appreciate that the necessity of
proportionality test set out in subsections (1)(b) and (2)
has very broad criteria. When the Secretary of State is
considering a warrant, clause 121(1)(d) requires him or
her to consider that
“each of the specified operational purposes…is a purpose for
which the examination of intercepted content or secondary data
obtained under the warrant is or may be necessary”.

On the face of it, that provides some comfort. That is
the examination part of the exercise, and it is important
because it recognises the distinction that I have made
between collating or bringing together data and accessing
it. It relates to accessing, because it involves
“a purpose for which…examination…under the warrant is or
may be necessary”,

which brings us into the territory of what the test is for
examining the data that has been collected. As I said,
the Bill states that the Secretary of State will consider
“each of the specified operational purposes”.

However, in clause 125(4), we get into a circular
argument. It states:
“In specifying any operational purposes, it is not sufficient
simply to use the descriptions contained in section 121(1)(b)
or (2)”,

the two provisions to which I have just referred. It is not
enough to say, “It is necessary for the operational
purposes of national security or preventing serious
crime,” or, “It is in our economic interests.” That is not
enough,
“but the purposes may still be general purposes.”
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That is all there is on the subject in the Bill. At the vital
stage when we move from hoovering up or collecting
communications to accessing them, the test of necessity
and proportionality bites on something that is not quite
as general as national security, which would not be
much of a test at all, but could be not much more than
that—“general purposes”. That is a cause for concern,
which has prompted our amendments to tighten it up.
In crafting the amendments, we have had one eye on
the code. I refer to paragraph 6.19, which suggests that
some detail should be put in the application, stating:
“Each application, a copy of which must be retained by the
applicant, should contain the following information:
Background to the operation in question:
Description of the communications to be intercepted and/or
from which secondary data will be obtained, details of any
CSP(s) and an assessment of the feasibility of the operation…
Description of the conduct to be authorised, which must be
restricted to the interception of overseas-related communications…
The operational purposes for which the content and secondary
data may be selected”.

What is envisaged in the code includes:
“An explanation of why the interception is considered to be
necessary…A consideration of why the conduct to be authorised
by the warrant is proportionate…An assurance that intercepted
content and secondary data will be selected for examination only
so far as it is necessary”

under section 134. Paragraph 6.26 of the code adds
further guidance on necessity and suggests, at the bottom
of page 43:
“For example, if a bulk interception warrant is issued in the
interests of national security and for the purpose of preventing or
detecting serious crime, every specified operational purpose on
that warrant must be necessary for one…of these two broader
purposes.”

So the code operates on the basis that the detail will be
provided in the application, even though it is not necessary
under the Bill. I would therefore have thought it would
be hard for the Minister and the Government to resist
the amendments, which would simply lift the requirement
to include the detail in the application from the code
and put it into the Bill, so that we and the public could
be assured that the test would be stricter than the
combined effect of clauses 121 and 125(4).
The Solicitor General: I have been considering the
hon. and learned Gentleman’s point about clause 125.
Let me reassure him that the purpose of subsection (4)
is to create, in the modern phrase, a greater granularity
of approach when it comes to the basis of the application.
That provision is in the Bill to prevent the authorities
from just relying on generalities; the point is for them to
go into greater specificity. I hope that gives the hon. and
learned Gentleman some reassurance.
Keir Starmer: I am grateful for that indication, but I
suppose it invites the comment that if that is the intention,
it would surely be better to amend clause 125(4) to
make it clear that the application must be specific, as set
out in amendment 653, which would require the specific
operation to be referred to. The amendment would take
the spirit of the requirement in the code to set out the
specific operational purposes and put it into the Bill so
that everyone can see it.
Perhaps I am not making my point clearly enough. If
in the end the necessity and proportionality requirements
in the Bill for the bulk power and for access are no
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different, then no real distinction is being made between
the two. I think a real distinction should be made in the
Bill, to make it clear to everyone that at the point when
material is to be accessed or examined, there is a higher
threshold and a higher requirement to be specific. That
would reflect what is in the code, and that is the spirit in
which we tabled the amendments.
Mr Hayes: The spirit that the hon. and learned
Gentleman describes is right. It is important that we
specify the reasons for the use of these powers, as well
as looking at specific operational cases in the way he set
out in an earlier debate. The difference between us boils
down to this: should that requirement be in the Bill or
in the codes of practice? He has drawn attention to
codes of practice, which are clear. He might also want
to take a look at the operational case for bulk powers,
paragraph 6.13 of which gives examples of operational
purposes. They might include counter-terrorism operations
to detect and disrupt threats to the UK, counter-terrorism
operations to detect and disrupt threats overseas, cyberdefence operations, serious crime, security of agencies’
and allies’ operational capability, or security assurance
to provide security awareness to the Government, members
of the armed forces, Departments and so on. Therefore,
there is more detail about what the purposes might be
and why these powers are necessary. The hon. and
learned Gentleman is right to say that there is more
coverage of that in the draft codes of practice, so the
discussion we are having is not about the spirit—I think
he is right about that, as I said—but about where the
details should be specified.
4 pm
As I predicted, this is a perennial debate. David
Anderson said in his report, “A Question of Trust”, in
recommendation 5, under the heading “General”:
“The new law should cover all essential features, leaving details
of implementation and technical application to codes of practice
to be laid before Parliament and to guidance which should be
unpublished only to the extent necessary for reasons of national
security.”

Of course, there is a balance to be struck. I think we
have got the balance right, and I will therefore resist the
amendment, not because I do not understand the thinking
behind it or its purpose but because I err on David
Anderson’s side of the argument and think that these
matters should be in the codes of practice.
However, as I have said repeatedly—I make no apology
for amplifying this—the codes are, at this juncture at
least, a moveable feast. We have published draft codes
with the intention that they should be refined over time
on the basis of the arguments we hear here and elsewhere.
It may be that we can strengthen the wording in the
codes if the hon. and learned Gentleman feels that is
the right thing to do. I would have no objection to doing
that, but on the basis I have outlined, I will resist his
amendment.
Keir Starmer: I listened carefully to what the Minister
said. In the end, this comes back to a debate we have
touched on a number of times in this Committee. I
hope we have been clear and consistent in the view that
safeguards should be set out in the Bill. The code of
practice is the proper place for the detailed implementation
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and guidance on those safeguards. Therefore, for the
same reason as in our previous debate, I wish to press
the amendment to a vote.
Mr Hayes: Before the hon. and learned Gentleman
does so, I might be able to dissuade him. I am not
against what he said as a principle. Of course, it has to
be gauged on a part-by-part basis, but the principle he
has just outlined seems pretty persuasive to me. I will
talk about it with my colleagues and my officials. He
makes an interesting distinction between safeguards
and other technical matters of the kind Anderson describes,
and I am not unpersuaded by that.
Keir Starmer: I am grateful for that intervention,
which was persuasive. Rather than pressing the amendment
to a vote that I am not confident we would carry, I
would rather continue dialogue that may lead to a
changed approach, in whatever form, to how safeguards
are dealt with in the Bill and the codes. I will say no
more than that. I beg to ask leave to withdraw the
amendment.
Amendment, by leave, withdrawn.
Question put, That the clause stand part of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 36]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES
Cherry, Joanna

Newlands, Gavin

Question accordingly agreed to.
Clause 121 ordered to stand part of the Bill.
Clause 122
ADDITIONAL REQUIREMENTS IN RESPECT OF

WARRANTS

AFFECTING OVERSEAS OPERATORS

Keir Starmer: I beg to move amendment 661, in
clause 122, page 98, line 44, at end insert—
‘(4) Material obtained via a warrant under this Part may only
be shared with overseas authorities in accordance with the terms
of an information sharing treaty”.

I am sure it will be to the relief of many Committee
members if I indicate that I anticipate that we will now
move at greater speed, because each of the bulk powers
sits within a framework of safeguards that is similar
throughout the Bill. The amendment deals with warrants
affecting overseas operators. We have rehearsed the
arguments either way on more than one occasion, so I
do not intend to repeat them.
Mr Hayes: The hon. and learned Gentleman’s brevity
is matched by the Minister’s determination to move
with alacrity. I, too, have made my arguments known
so, like him, I have no wish to repeat them.
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Keir Starmer: I beg to ask leave to withdraw the
amendment.
Amendment, by leave, withdrawn.
Question put, That the clause stand part of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 37]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES
Cherry, Joanna

Newlands, Gavin

Question accordingly agreed to.
Clause 122 ordered to stand part of the Bill.
Clause 123
APPROVAL OF

WARRANTS BY JUDICIAL

COMMISSIONERS

Keir Starmer: I beg to move amendment 662, in
clause 123, page 99, line 3, leave out
“review the Secretary of State’s conclusions as to the following
matters”

and insert “determine”.
The Chair: With this it will be convenient to discuss
the following:
Amendment 663, in clause 123, page 99, line 18, leave
out subsection (2).
Amendment 531, in clause 123, page 99, line 19, at
end insert
“but a Judicial Commissioner may not approve a warrant unless he is
satisfied that there are reasonable grounds for believing that it is both
necessary and proportionate to do so”.
This amendment would clarify the judicial review process by ensuring
that both the process and underlying facts of an interception of
communications warrant are considered by a Judicial Commissioner.

Amendment 677, in clause 139, page 111, line 3, leave
out
“review the Secretary of State’s conclusions as to the following
matters”

and insert “determine”.
Amendment 678, in clause 139, page 111, line 15, leave
out subsection (2).
Amendment 532, in clause 139, page 111, line 16, at
end insert
“but a Judicial Commissioner may not approve a warrant unless he is
satisfied that there are reasonable grounds for believing that it is both
necessary and proportionate to do so”.
This amendment would clarify the judicial review process by ensuring
that both the process and underlying facts of an interception of
communications warrant are considered by a Judicial Commissioner.

Amendment 533, in clause 157, page 123, line 16, at
end insert
“but a Judicial Commissioner may not approve a warrant unless he is
satisfied that there are reasonable grounds for believing that it is both
necessary and proportionate to do so”.
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This amendment would clarify the judicial review process by ensuring
that both the process and underlying facts of an interception of
communications warrant are considered by a Judicial Commissioner.

Keir Starmer: The amendments are in a familiar form
as they are the same as the amendments I have tabled
for all the clauses that deal with the approval of warrants
by judicial commissioners. The arguments are the same
so I shall not rehearse them, save to say that we are
moving to a different kind of warrant—a bulk warrant—
and where the power is now avowed and the safeguards
are being put in place, it is particularly important
that the judicial commissioners’ scrutiny is tight. The
amendments would provide that tight scrutiny.
Nevertheless, I am not going to persuade anybody
who is yet unpersuaded by repeating the arguments.
They are essentially the same and they have been consistent
throughout the Bill. If there is to be any change on the
judicial test, it needs to be consistent throughout the
Bill, one way or another.
Mr Hayes: We have had this debate before. It is
essentially about the authorisation process, the role of
the judicial commissioner and the basis on which the
judicial commissioner exercises judgment. Should we
make further progress on reaching a synthesis on that
matter, it will apply across the Bill, as the hon. and
learned Gentleman has said. On that basis, I have
nothing more to add.
Keir Starmer: I beg to ask leave to withdraw the
amendment.
Amendment, by leave, withdrawn.
Question put, That the clause stand part of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 38]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES
Cherry, Joanna

Newlands, Gavin

Question accordingly agreed to.
Clause 123 ordered to stand part of the Bill.
Clause 124
DECISIONS TO ISSUE WARRANTS TO BE TAKEN
PERSONALLY BY SECRETARY OF STATE
Question put, That the clause stand part of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 39]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt
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NOES
Cherry, Joanna

Newlands, Gavin

Question accordingly agreed to.
Clause 124 ordered to stand part of the Bill.
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NOES
Cherry, Joanna

Newlands, Gavin

Question accordingly agreed to.
Clause 125 ordered to stand part of the Bill.

Clause 125

Clause 126
DURATION OF WARRANTS

REQUIREMENTS THAT MUST BE MET BY WARRANTS
Keir Starmer: I beg to move amendment 664, in
clause 125, page 99, line 42, leave out

Investigatory Powers Bill

Keir Starmer: I beg to move amendment 666, in
clause 126, page 100, line 11, leave out “6” and insert
“1”.

“but the purposes may still be general purposes”

and insert
“and any specification must be described in as much detail as is
reasonably practicable”.

The Chair: With this it will be convenient to discuss
amendment 665, in clause 125, page 100, line 1, leave
out “may” and insert “must”.
Keir Starmer: Amendment 664 is very simple and
straightforward. In the light of our exchange, I would
simply like to put it on the table, as it were, to show the
spirit in which it has been introduced. I will not press it
to a vote, because this is a matter that we may be able to
discuss further.
The Solicitor General: The hon. and learned Gentleman
remembers the intervention I made earlier to help shortcircuit it. We think it conveys that granularity, but we
are prepared to engage in ongoing dialogue on that
issue. I am grateful to him.
Amendment 665 would require that bulk interception
warrants “must” specify all operational purposes. In the
Government’s drafting, the word is “may”. I am sympathetic
to the amendment, but I do not think it is necessary.
The purpose of the clause is simply to clarify that a bulk
interception warrant may include multiple operational
purposes. That is necessary because overseas-related
communications, which are relevant to multiple operational
purposes, will necessarily be transmitted and intercepted
together under the authority of a bulk interception
warrant. In the majority of cases, it will therefore be
necessary for bulk interception warrants to specify the
full range of operational purposes in use at a particular
time. I submit that the Bill is sufficiently clear on that
point without the amendment. On that basis, I invite
the hon. and leaned Gentleman to withdraw it.

The Chair: With this it will be convenient to discuss
amendment 684, in clause 142, page 112, line 7, leave
out “6” and insert “1”.
Keir Starmer: I will not take time with this amendment.
We have been round the block with durational warrants
on more than one occasion. It is the same issue of
whether the warrants should run for six months or a
shorter period. I have made my position clear, as, in
fairness, have the Government. I do not intend to press
the amendment to a vote.
Mr Hayes: I have nothing to add to what the hon.
and learned Gentleman has said; I think we have been
round the block and the arguments are well rehearsed.
Keir Starmer: I beg to ask leave to withdraw the
amendment.
Amendment, by leave, withdrawn.
4.15 pm
Question put, That the clause stand part of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 41]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES
Cherry, Joanna

Newlands, Gavin

Keir Starmer: I beg to ask leave to withdraw the
amendment.
Amendment, by leave, withdrawn.
Question put, That the clause stand part of the Bill.

Question accordingly agreed to.
Clause 126 ordered to stand part of the Bill.

The Committee divided: Ayes 9, Noes 2.
Division No. 40]

RENEWAL OF WARRANTS
Question put, That the clause stand part of the Bill.

AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon

Clause 127

The Committee divided: Ayes 9, Noes 2.
Division No. 42]

Kirby, Simon
Stephenson, Andrew
Warman, Matt

AYES
Buckland, Robert

Davies, Byron
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Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES
Cherry, Joanna

Newlands, Gavin

Question accordingly agreed to.
Clause 127 ordered to stand part of the Bill.
Clause 128
MODIFICATION OF

WARRANTS

Mr Hayes: I beg to move amendment 610, in
clause 128, page 101, line 24, after “requires” insert “(to
the extent that it did so previously)”.
This amendment makes a minor drafting clarification (to address the
case where, before its modification by virtue of clause 128(2)(b), a
bulk interception warrant authorised or required only one of the
activities mentioned in that provision).

This is a technical amendment; it is self-explanatory.
Obviously, if any colleague wants me to explain it, I
will, but I think that for the sake of brevity I will leave it
at that.
Amendment 610 agreed to.
Keir Starmer: I beg to move amendment 667, in
clause 128, page 101, line 39, at end insert—
“(c) may only be made if the Secretary of State considers
that it is proportionate to the operational purposes
specified in the warrant.”

The Chair: With this, it will be convenient to discuss
the following: amendment 668, in clause 128, page 102,
line 5, at end insert—
‘(7A) A minor modification—
(a) may be made only if the Secretary of State or a senior
official acting on behalf of the Secretary of State
considers that it is necessary on any of the grounds
on which they consider the warrant to be necessary
(see section 121(1)(b)).
(b) may only be made if the Secretary of State considers
that it is proportionate to the operational purposes
specified in the warrant.
(7B) Except where the Secretary of State considers that there is
an urgent need to make the modification, a minor modification
has effect only if the decision to make the modification is
approved by a Judicial Commissioner.”

Amendment 669, in clause 128, page 102, line 5, at
end insert—
‘(7C) In a case where any modification is sought under this
section to which section [NC2 Items subject to legal privilege] or
section [NC11 Confidential and privileged material] applies,
section 97 (approval of warrants by Judicial Commissioners)
applies to a decision to modify a warrant as it applies in relation
to a decision to issue such a warrant (and accordingly any
reference in that section to the person who decided to issue the
warrant is to be read as a reference to the person who decided to
modify it)”.

Amendment 670, in clause 128, page 102, line 29, at
end insert—
‘(14) Any modification which constitutes the adding or
varying of any matter must be approved by a Judicial
Commissioner in accordance with section 123.”
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Amendment 685, in clause 144, page 113, line 32, at
end insert—
“(c) may only be made if the Secretary of State considers
that it is proportionate to the purposes specified in
the warrant.”

Amendment 686, in clause 144, page 114, line 1, at
beginning insert—
‘(8A) A minor modification may only be made—
(a) if the Secretary of State or a senior official acting on
behalf of the Secretary of State considers that it is
necessary on any of the grounds on which they consider
the warrant to be necessary (see section 121(1)(b)).
(b) if the Secretary of State considers that it is proportionate
to the purposes specified in the warrant.
(8B) Except where the Secretary of State considers that there is
an urgent need to make the modification, a minor modification
has effect only if the decision to make the modification is
approved by a Judicial Commissioner.
(8C) In a case where any modification is sought under this
section to which section [NC2 Items subject to legal privilege] or
section [NC11 Confidential and privileged material] applies,
section 97 (approval of warrants by Judicial Commissioners)
applies to a decision to modify a warrant as it applies in relation
to a decision to issue such a warrant (and accordingly any
reference in that section to the person who decided to issue the
warrant is to be read as a reference to the person who decided to
modify it).”

Amendment 525, in clause 144, page 114, line 19, at
end insert—
‘(13) Any modification which constitutes the adding or varying
any matter must be approved by a Judicial Commissioner in
accordance with section 139.”
This amendment adds the requirement to obtain approval from a
Judicial Commissioner for any modification which constitutes the adding
or varying (but not removing) any matter for each type of warrant.

Amendment 526, in clause 164, page 128, line 10, at
end insert—
‘(14) Any modification which constitutes the adding or varying
any matter must be approved by a Judicial Commissioner in
accordance with section 157.”
This amendment adds the requirement to obtain approval from a
Judicial Commissioner for any modification which constitutes the
adding or varying (but not removing) any matter for each type of
warrant.

Keir Starmer: These are familiar amendments to the
familiar modification clause, which is similar to the
other modification clauses. They are intended to serve
the same purpose, which is to clarify, tighten, better
define and regulate the modification process.
In light of the ongoing discussions about modifications
in general, I take it that all the modification provisions
come within the same further consideration that I know
the Government are giving to modifications, and I will
not say anything more about it. However, I cannot resist
saying that subsection (6) perhaps gives an example of
how one could achieve approval by judicial commissioners
of all major modifications.
It is interesting that subsection (6) is markedly different
to the provision in clause 30. In other words, some
thought has been given by whoever drafted clause 128
to how one gets major modifications back through the
judicial commissioner, but that was not a technique
deployed in clause 30. I simply point that out because it
perhaps gives further strength to my argument that that
is the correct way of dealing with these modifications,
not only in this clause but in all clauses, and to similar
effect. However, as I have said, we have rehearsed these
discussions and I will not add to them on modification.
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The Solicitor General: I listened to the hon. and
learned Gentleman’s last point with interest. He is right
about our general approach to this area. What I would
say in response to his proper analysis is that I think
there are some technical deficiencies in the wording of
amendments 667 and 685. I am just concerned that
there is a lack of clarity, but that is part of what is
ongoing. On that basis, I hear what he says and I am
grateful to him.
Keir Starmer: I beg to ask leave to withdraw the
amendment.
Amendment, by leave, withdrawn.
Mr Hayes: I beg to move amendment 611, in
clause 128, page 102, line 16, leave out “(urgent cases)”.
This amendment is consequential on amendment 612.

The Chair: With this it will be convenient to discuss
the Government amendments 612, 617, 618, 622 and
623.
Mr Hayes: The amendments relate to major
modifications to bulk interception, acquisition and
equipment interference warrants, to add or vary operational
purposes. In essence, they provide clarity, enabling an
instrument making a major modification to a bulk
warrant to be signed by a senior official where it is not
reasonably practicable for the Secretary of State to sign
it. For example, the Secretary of State might be out of
the country, working elsewhere or otherwise unavailable.
Such a modification, however, must be personally and
expressly authorised by the Secretary of State before
the senior official may sign the instrument. We are
talking about a practicality, rather than a difference of
emphasis or authority. The amendment replicates accepted
and understood language used in the Regulation of
Investigatory Powers Act 2000. Hon. Members will
understand that there may be occasions when the Secretary
of State cannot actually sign the warrant and will
delegate that to a senior official.
Keir Starmer: I do not stand in the way of the
amendment, which I fully understand. To be clear, I
think that the Minister said that the provision only
applies when the Secretary of State has authorised the
modification, but for whatever reason cannot actually
sign it—being out of the country is an obvious example.
Since the modification clauses may receive further attention,
this may be dealt with anyway, but in the amendment
I cannot see the provision that makes it clear that the
Secretary of State will have authorised it, but that is
probably my shortcoming rather than anything else. I
understand the scheme and how it is supposed to work.
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Keir Starmer: That answers the point and I will say
no more about it.
Amendment 611 agreed to.
Amendment made: 612, in clause 128, page 102,
line 17, leave out from beginning to “the” in line 22 and
insert—
“( ) If it is not reasonably practicable for an instrument
making a major modification to be signed by the Secretary of
State, the instrument may be signed by a senior official
designated by the Secretary of State for that purpose.
( ) In such a case, the instrument making the modification
must contain a statement that—
(a) it is not reasonably practicable for the instrument to be
signed by the Secretary of State, and
(b) ”.—(Mr John Hayes.)
This amendment enables an instrument making a major modification of
a bulk interception warrant to be signed by a senior official in any case
where it is not reasonably practicable for the Secretary of State to
sign it.

Question put, That the clause, as amended, stand part
of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 43]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES
Cherry, Joanna

Newlands, Gavin

Question accordingly agreed to.
Clause 128, as amended, ordered to stand part of the
Bill.
Clause 129
APPROVAL OF

MAJOR MODIFICATIONS MADE IN URGENT
CASES

Keir Starmer: I beg to move amendment 671, in
clause 129, page 102, line 41, leave out
“ending with the fifth working day after the day on which”

and insert “of 48 hours after”.
The Chair: With this it will be convenient to discuss
amendment 672, in clause 129, page 102, line 41, leave
out

Mr Hayes: The principle remains the same—that the
authorisation does not change. This is about the practicality
of the signing of the warrant.

“ending with the fifth working day after the day on which”

Keir Starmer: I am grateful. It is simply because I
think we are in the territory where a senior official can
make the modification, and therefore—

Keir Starmer: Again, this is familiar territory. The
clause deals with the approval of major modifications
in urgent cases and we quarrel over the time that should
be allowed for the steps to be taken. We advanced the
same arguments earlier today and they have not changed—
nor, I think, will the outcome. We advance the principle
that five days is too long and it should be a shorter
period. The Government do not accept that principle.
We advance the same argument about this safeguard as
we do throughout about the basket of safeguards.

Mr Hayes: No. If the hon. and learned Gentleman
looks at subsection (4)(a)—
“A major modification…must be made by the Secretary of
State”—

he will see that the authority still rests with the Secretary
of State.

and insert “of 24 hours after”.
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The Solicitor General: As the hon. and learned
Gentleman’s arguments are the same, my arguments, as
he anticipates, are the same. Bearing in mind the sensitive
nature of these matters, we do not want decisions to be
rushed and, accordingly, we resist the amendment.
Keir Starmer: I beg to ask leave to withdraw the
amendment.
Amendment, by leave, withdrawn.
Question put, That the clause stand part of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 44]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES
Cherry, Joanna

Newlands, Gavin

Question accordingly agreed to.
Clause 129 ordered to stand part of the Bill.
Clause 130
CANCELLATION OF WARRANTS
Question put, That the clause stand part of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 45]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES
Cherry, Joanna

Newlands, Gavin

Question accordingly agreed to.
Clause 130 ordered to stand part of the Bill.
Clause 131
IMPLEMENTATION OF
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The Chair: With this it will be convenient to discuss
the following:
Amendment 521, in clause 147, page 115, line 39, at
end insert—
“(3B) Subsection (3) shall not be applicable where the person
outside the United Kingdom has its principal office in a country
or territory where it is established, for the provision of services
with which the United Kingdom has entered in to an
international mutual assistance agreement or is subject to an EU
mutual assistance instrument.”
This amendment would exclude the extraterritorial provision in cases
where any mutual assistance arrangement exists between the UK and
the provider’s jurisdiction. This amendment would continue to enable
government to seek voluntary assistance from CSPs in non-MLA
countries.

Amendment 524, in clause 167, page 129, line 39, at
end insert—
“(3b) Subsection (3) shall not be applicable where the person
outside the United Kingdom has its principal office in a country
or territory where it is established, for the provision of services
with which the United Kingdom has entered in to an
international mutual assistance agreement or is subject to an EU
mutual assistance instrument.”
This amendment excludes the extraterritorial provision in cases where
any mutual assistance arrangement exists between the UK and the
provider’s jurisdiction. This amendment would continue to enable
government to seek voluntary assistance from CSPs in non-MLA
countries.

Keir Starmer: These amendments deal with the
implementation of warrants. The implementation scheme
is similar to that for other warrants. The amendments,
as with previous similar amendments, have been tabled
to restrict the arrangements because of concerns raised
by those who may be required to assist in the
implementation of warrants. As the Committee will
have observed, the amendments are of same type and
species as those previously discussed in relation to
implementation of warrants and, again, I will not repeat
the arguments about them.
Mr Hayes: The Bill maintains the existing position in
relation to extraterritorial jurisdiction and the obligations
that apply to overseas companies. I have said before and
I happily repeat that it is right that companies providing
communications services to customers in the UK should
comply with UK law. That remains our position. On
that basis, I resist the amendments and invite their
withdrawal.
Keir Starmer: I beg to ask leave to withdraw the
amendment.
Amendment, by leave, withdrawn.

WARRANTS

Keir Starmer: I beg to move amendment 520, in
clause 131, page 104, line 9, at end insert—
“(3B) Subsection (3) shall not be applicable where the person
outside the United Kingdom has its principal office in a country
or territory where it is established, for the provision of services
with which the United Kingdom has entered in to an international
mutual assistance agreement or is subject to an EU mutual
assistance instrument.”
This amendment would exclude the extraterritorial provision in cases
where any mutual assistance arrangement exists between the UK and
the provider’s jurisdiction. This amendment would continue to enable
government to seek voluntary assistance from CSPs in non-MLA
countries.

Keir Starmer: I beg to move amendment 528, in
clause 131, page 104, line 23, at end insert—
“(7) A warrant may be implemented only to the extent
required for the purpose for which the warrant was issued.”
This amendment would bring the implementation of warrants into line
with section 16(8) of PACE 1984.

The Chair: With this it will be convenient to discuss
the following:
Amendment 529, in clause 147, page 116, line 6, at
end insert—
“(6) A warrant may be implemented only to the extent
required for the purpose for which the warrant was issued.”
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This amendment would bring the implementation of warrants into line
with section 16(8) of PACE 1984.

Amendment 530, in clause 167, page 130, line 12, at
end insert—
“(7) A warrant may be implemented only to the extent
required for the purpose for which the warrant was issued.”

NOES
Cherry, Joanna

Newlands, Gavin

Question accordingly agreed to.
Clause 132 ordered to stand part of the Bill.

This amendment would bring the implementation of warrants into line
with section 16(8) of PACE 1984.

Clause 133
SAFEGUARDS RELATING TO DISCLOSURE OF

Keir Starmer: These amendments are of the same
type and advanced for the same reason.
4.30 pm
The Solicitor General: Again, we note that the
amendments are similar to previous amendments. We
still say that they are unnecessary. The clauses already
provide safeguards so that any bulk warrant may be
implemented only to the extent required for the purpose
for which the warrant was issued. For example, in
relation to bulk interception in clause 119(4) and (5), a
warrant may only authorise conduct that is described in
the warrant or conduct that
“it is necessary to undertake in order to do what is expressly
authorised or required by the warrant”.

That clearly sets out the scope of the authorised conduct.
Well intentioned though the amendments are, we submit
that they are unnecessary.
Keir Starmer: I beg to ask leave to withdraw the
amendment.
Amendment, by leave, withdrawn.
Question put, That the clause stand part of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 46]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES
Cherry, Joanna

Clause 132

Question put, That the clause stand part of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 48]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Question put, That the clause stand part of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 47]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES
Cherry, Joanna

Newlands, Gavin

Question accordingly agreed to.
Clause 133 ordered to stand part of the Bill.
Clause 134
SAFEGUARDS RELATING TO EXAMINATION OF

MATERIAL

Mr Hayes: I beg to move amendment 613, in
clause 134, page 106, line 31, leave out “any selection”
and insert “the selection of any”
This amendment makes a minor drafting correction.

This is a minor drafting correction to the clause. It is
self-explanatory.
Amendment 613 agreed to.
Question put, That the clause, as amended, stand part
of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 49]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES

SAFEGUARDS RELATING TO RETENTION AND
DISCLOSURE OF MATERIAL

MATERIAL

OVERSEAS

Newlands, Gavin

Question accordingly agreed to.
Clause 131 ordered to stand part of the Bill.
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Cherry, Joanna

Newlands, Gavin

Question accordingly agreed to.
Clause 134, as amended, ordered to stand part of the
Bill.
Clause 135
ADDITIONAL SAFEGUARDS FOR ITEMS SUBJECT TO
LEGAL PRIVILEGE

KeirStarmer:Ibegtomoveamendment504,inclause135,
page 108, line 12, after “items”, insert “presumptively”.
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The Chair: With this it will be convenient to discuss
the following:
Amendment 505, in clause 135, page 108, line 14, at
end insert “and
(c) where paragraph (b)(i) applies, compelling evidence
indicates that the items in question consist of, or
relate to, communications made for a criminal
purpose such that it is necessary to authorise or
require the selection for examination of those items.”

Amendment 509, in clause 135, page 108, line 22, leave
out from “privilege” to end of line 25
Amendment 510, in clause 135, page 108, line 26, after
“item”, insert “presumptively”.
Amendment 511, in clause 136, page 108, line 40, at
end insert—
‘(3) Section 25 (items subject to legal privilege) applies in
relation to an application for a bulk interception warrant as it
applies in relation to an application for a targeted interception
warrant.”

Amendment 512, in clause 171, page 133, line 38, after
“items”, insert “presumptively”
Amendment 513, in clause 171, page 133, line 40, at
end insert “and
(c) where paragraph (b)(i) applies, compelling evidence
indicates that the items in question consist of, or
relate to, communications made for a criminal
purpose such that it is necessary to authorise or
require the selection for examination of those items.”

Amendment 517, in clause 171, page 134, line 2, leave
out from “privilege” to end of line 5
Amendment 518, in clause 171, page 134, line 6, after
“item”, insert “presumptively”
Amendment 519, in clause 172, page 134, line 17, at
end insert—
‘(2) Section 100 (items subject to legal privilege) applies in
relation to an application for a bulk equipment interference
warrant as it applies in relation to an application for a targeted
equipment interference.”

Keir Starmer: These provisions deal with legal privilege,
which we have dealt with on a number of occasions. I
will not repeat the points I have made, but one concern
I had about the previous clauses that dealt with legal
privilege, among others, was that they distinguished
between a situation in which the purpose was to obtain
the legally privileged material and a situation in which
the relevant communication likely to be included was
subject to legal privilege. In other words, there was a
situation in which the legally privileged material was
deliberately targeted and a situation in which there was
no intention deliberately to target legally privileged
material, but it was accepted that what was targeted was
likely to include such material.
In clause 25, the first time we looked at the matter,
the distinction was important because the higher test in
the Bill—exceptional and compelling circumstances—
applied only to the situation in which legally privileged
material was purposely targeted, and that test did not
apply where it was not being targeted, but it might none
the less be picked up because the items targeted would
be likely to include material subject to legal privilege. I
was uncomfortable with that distinction and I made my
submissions at the time.
Curiously—this is understandable; it is not a criticism
of different drafting hands in different parts of the
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Bill—when we get to clause 135, we have a version of
the legal privilege provision that sets out in subsection
(1)(b)(i) and (ii) both the purpose being to intercept or
to obtain legally privileged material and the situation in
which the use of the relevant criteria is likely to identify
such items, so it sweeps up the targeted and the incidental,
and then subjects both to the higher test.
For all the reasons I have set out, I do not think even
that is enough, but when the Solicitor General looks
again at all the provisions on legal privilege, I ask him to
note that there is not even consistency through the
statute, perhaps because it was differently drafted at
different times. I cannot work out why under clause 25
incidental legally privileged material is not subject to
the special test, but under clause 135 it is. I want to put
that on the table and invite the Solicitor General to bear
it in mind if he gives further consideration to how
legally privileged material will be dealt with consistently
through the Bill.
The Solicitor General: I thank the hon. and learned
Gentleman for his remarks. First, we have the exceptional
and compelling circumstances test in subsection (3)(b),
which is consistent. Also, I think there is a slight
misunderstanding about what we are dealing with, because
the amendments seem to be predicated on the basis that
targeted interception and equipment interference and
then their bulk equivalents can be directly equated, but
they cannot.
We have safeguards in place that we would say are
strong. We are having a debate about that; I entirely
concede that point. We are having a debate about items
subject to legal profession privileges in circumstances
where content collected under a bulk interception or
equipment interference warrant is being selected for
examination. That is the key stage. Before that, we
are dealing with the stage of acquisition, not
examination.
Keir Starmer: I am not sure that the Solicitor General
is right; if he is, I apologise. This is a safeguard for a
bulk warrant that allows for both gathering and access.
In other words, the whole point—I go back to the
beginning of part 6 of the Bill—is for a scheme that
provides for the obtaining of interceptions on a bulk basis
and their examination. They are dealt with in part 6.
The warrants that are referred to would include an
examination warrant.
The Solicitor General: May I correct myself ? The
hon. and learned Gentleman is right. I think I used the
word “acquisition”. What I meant is that we are talking
about when content collected under the terms of part 6,
through an interception or equipment interference warrant,
is being selected. The stage point about selection for
examination is still important.
When content is being selected for examination for
the purpose of identifying items subject to legal privilege,
or selections such as under the distinction that we have
discussed, clause 135, relating to the bulk interception
provisions, is the relevant clause, together with clause 171,
which deals with equipment interference provisions.
That action requires approval from a senior official in
the warrant granting department, only on the basis that
they are satisfied that there are specific safeguards in
place for the handling, retention, use and destruction of
items that are subject to legal privilege. In addition, in
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circumstances when selection for examination is taking
place for the purpose of identifying items subject to
legal privilege, the senior official must be satisfied that
the exceptional and compelling circumstances test that
we have discussed is applicable. Furthermore, when an
item that is subject to legal privilege is intercepted
under a bulk interception warrant and is then retained
following its examination, the investigatory powers
commissioner must be informed of course.
My point about collection, and I think the hon. and
learned Gentleman gets it, is that meaningful safeguards
must be applied at that key point, because one does not
know what one is getting. That is the wording, and that
is why there is that difference in clause 135.
Keir Starmer: I intervene only to say that I accept that
it is a necessary evil of bulk powers that otherwise
protected information will come within the bulk power
at the point of retention, for want of a better word.
Safeguards for MPs, for journalists and their sources,
for constituents and for clients bite at the later examination
or access point.
The Solicitor General: I am extremely grateful to the
hon. and learned Gentleman. A lot of the material that
is collected will never be examined. The key point is the
next stage.
Briefly, the other amendments relate to the arguments
about legal professional privilege, and the question
whether there are circumstances in which material would
not be covered by the iniquity exemption but would be
of interest. We have discussed that point before, and I
draw my remarks to a close on the same terms that we
have discussed previously.
Keir Starmer: In the circumstances, I beg to ask leave
to withdraw the amendment.
Amendment, by leave, withdrawn.
Question put, That the clause stand part of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 50]
Hoare, Simon

APPLICATION OF

OTHER RESTRICTIONS IN RELATION TO
WARRANTS

4.45 pm
Question put, That the clause stand part of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 51]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES
Cherry, Joanna

Newlands, Gavin

Question accordingly agreed to.
Clause 136 ordered to stand part of the Bill.
Clause 137
CHAPTER 1: INTERPRETATION
Question put, That the clause stand part of the Bill.
The Committee divided: Ayes 9, Noes 2.
Division No. 52]
AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John

Hoare, Simon
Kirby, Simon
Stephenson, Andrew
Warman, Matt

NOES
Cherry, Joanna

Newlands, Gavin

Kirby, Simon
Stephenson, Andrew

Question accordingly agreed to.

Warman, Matt

Clause 137 ordered to stand part of the Bill.

NOES
Cherry, Joanna
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AYES
Buckland, Robert
Davies, Byron
Fernandes, Suella
Frazer, Lucy
Hayes, rh Mr John
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Ordered, That further consideration be now adjourned.
—(Simon Kirby.)

Newlands, Gavin

4.47 pm
Question accordingly agreed to.
Clause 135 ordered to stand part of the Bill.

Adjourned till Tuesday 26 April at twenty-five minutes
past Nine o’clock.
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